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FLSwitch

• Overview

Secure Model Aggregation (SMA)



Threat Model

• semi-honest PS and participants

• secure communication channel

• no collusion allowed between the 

adversarial PS and any participant

• collusion of up to N −2 adversarial 

participants is allowed
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• We propose a residual encoding based HE protocol (RBPHE), 

outperforming the existing solutions in single instruction multiple data 

operation (SIMD).

• We propose a fast SMA protocol by utilizing FL characteristics and 

lightweight cryptographical tools for further efficiency improvement, which 

significantly speeds up conventional SMA designs.

• We design a switch model based on meta-learning, monitoring FL tasks 

and switching between protocols dynamically.

Our Work



RBPHE

• RBPHE provides a flexible encoding range extension method.

• RBPHE reduces the precision loss of updated parameters via dynamic 

range extension.

• RBPHE achieves more efficient batching and takes less amortized 

overhead for critical operations.



RBPHE
• Comparison of HE-based SMA solutions



Anchor negotiation

• parameter split

0.81975e-1
anchor: 0.81
residue: 0.000975

split in 𝜸𝜸 = 𝟑𝟑

𝜃𝜃 = 𝑎𝑎 ⋅ 10−𝛾𝛾 + 𝑟𝑟
anchor residue

𝐏𝐏𝟐𝟐: 𝜃𝜃2
(1)= 0.83 204

𝐏𝐏𝟏𝟏: 𝜃𝜃1
(1)= 0.81 975

𝐏𝐏𝟑𝟑: 𝜃𝜃3
(1)= 0.81 068

𝐏𝐏𝟏𝟏/𝐏𝐏𝟑𝟑:
0.81

𝜽𝜽
global 

parameter

• select representatives

𝐏𝐏𝟐𝟐: 𝜃𝜃2
(𝑛𝑛)= 0.13 774

𝐏𝐏𝟑𝟑: 𝜃𝜃3
(𝑛𝑛)= 0.21 348

𝐏𝐏𝟏𝟏/𝐏𝐏𝟐𝟐/𝐏𝐏𝟑𝟑:
anyone

aggregate
𝐏𝐏𝟏𝟏: 𝜃𝜃1

(𝑛𝑛)= 0.19 015



Anchor negotiation

𝐏𝐏𝟐𝟐: 𝜃𝜃2
(𝑖𝑖)= 0.80 204

𝐏𝐏𝟏𝟏: 𝜃𝜃1
(𝑖𝑖)= 0.81 975

𝐏𝐏𝟑𝟑: 𝜃𝜃3
(𝑖𝑖)= 0.81 068 𝐏𝐏𝟏𝟏/𝐏𝐏𝟑𝟑/𝐏𝐏𝟒𝟒:0.81

or
𝐏𝐏𝟓𝟓/𝐏𝐏𝟔𝟔:0.83

• anchorK

𝐏𝐏𝟒𝟒: 𝜃𝜃4
(𝑖𝑖)= 0.81 015

𝐏𝐏𝟓𝟓: 𝜃𝜃5
(𝑖𝑖)= 0.83 154

𝐏𝐏𝟔𝟔: 𝜃𝜃6
(𝑖𝑖)= 0.83 091

𝜃𝜃 𝑖𝑖

when 𝐾𝐾 = 2

𝐏𝐏𝟓𝟓:0.83
$

Allocation:
for 1 to 𝑘𝑘: 

select 𝐏𝐏𝑹𝑹𝟏𝟏 for 𝑁𝑁𝑅𝑅1 parameters

if ∑𝑖𝑖=1
𝑘𝑘 𝑁𝑁𝑘𝑘
𝑁𝑁

> 1 − 𝜀𝜀: break
end



Fast SMA
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Analysis of Fast SMA

• cost analysis

Compuation: 𝑁𝑁enc 𝜽𝜽 → 𝐾𝐾enc 𝜽𝜽 + 𝑂𝑂 |𝜽𝜽|𝑁𝑁𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙

Communication: 𝑁𝑁|𝒄𝒄| → 𝐾𝐾|𝒄𝒄| + 𝐾𝐾|𝒓𝒓|

• security analysis

Anchors are protected via HE

Meaningless hijacked residues without anchors



Learning State-Aware Switch
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• Dataset

MNIST, FASHION-MNIST, CIFAR10 and CIFAR100

• Model

For MNIST family: 3-layer fully-connected NN

For CIFAR family: 20-layer ResNet

• HE algorithms

Paillier, Batchcrypt, CKKS and our RBPHE

Experiment Setup



Experiments
• MNIST



Experiments
• CIFAR



Experiments

Execution time Communication cost



Experiments

FASHION-MNIST CIFAR10

• State-aware switch model
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