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Let's begin with some easy take-aways
* Uncovering vulnerabillities in machine unlearning;

« Combining backdoor attacks and unlearning;

» Advancing persistent backdoor attacks in continual leaning.
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Background: MLaaS (One-Time & Continual Training)

Machine Learning as a Service
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« Continuous Training MLaaS: Continually update the model.
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Background: Machine unlearning

: Goal of unlearning:

Machine « The model after unlearning should
Unlearni ng be as if that data had never been
part of the training process

Motivations for unlearning

,‘* | want my « Access revocation (think

3~- data deleted.™ unlearning private and copyrighted

N M ) . { data).

A - Model correction & editing (think
toxicity, bias, stale/dangerous
knowledge removal).
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Approaches to unlearning:

« Exact unlearning (retraining-based)

« Approximate unlearning (directly
modify model parameters)

Training




Background: Machine unlearning & Backdoor attack

. Target class: frog

Backdoor trigger

Backdoor

| Trigger backdoor :
I in inference time |
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Motivation: There exist various unlearning vulnerabilities.

Performs Training Tee Performs Unlearning Provides Services
Server - —
(Model Developer; Service Provider) Recetves Comp let.es
Requests Unlearning
Training >> Unlearning >> Post-unlearning
T Prepare T Submit T Make
Training Data Unlearning Requests Model Inferences
Participants % %
A (Data Contributors) A (Requesting Users) A (Accessible Users)

Preparatory Data Crafting Malicious Request Manipulation Information Leakage Exploration

Machine unlearning is vulnerable!

Reference: Liu Z, Ye H, Chen C, et al. Threats, attacks, and defenses in machine unlearning: A survey[J]. arXiv
preprint arXiv:2403.13682, 2024.



Motivation: Traditional backdoor lacks fine-grained control.
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Motivation: Backdoor vanishes in continuous training.

Backdoor Vanishing in continuous-training MLaaS
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Our work aims to...
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Method: Unlearning-activated Backdoor Attack

UBA-Inf
Traditional Backdoor Attack

(ASR drops because )
(1) Backdoor is eliminated by
::> |::> _ defenses;
BackdOOI‘ (2 Backdoor vanishes through
\_ catastrophic forgetting )

Unlearning Activated Backdoor Attack
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Threat model
o Adversary: ? Service Provider:
&3, =0

O The ability to add and delete data points from O Collect data and train the target model.
target model with requests.

O An auxiliary dataset D, O Unlearning sensitive samples as requested.

O A surrogate model 6 trained on public dataset.

O A prepared backdoor generation algorithm B(-) O Perform defenses against potential attacks.

Goal: high Benign Accuracy (BA) and high Attack
Success Rate (ASR) when triggering backdoor

- - N
Key to design:
| 1. How to construct effective camouflage samples?

l 2. How to implement the whole attack pipeline? )



Method: UBA-Inf design rationale

Label correction

E Train with backdoor samples and its
a\ correct label —— eliminate backdoor
(camouflage)

unlearn backdoor samples with
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"« ’{ correct label —— activate backdoor W '0‘
O mm elgiolo)
"‘\ "‘”, )‘ v‘\ /‘\u//
Benlgn model \ - Backdoor model
E Train with backdoor samples and

a\ target label — inject backdoor



Method: UBA-Inf design rationale

Influence function In practice, it’s not adequately effective to merely correct

the label of backdoor samples...

N
0
State Method CIFAR-10 MNIST GTSRB Tiny ¢
BA(%) ASR(%) | BA(%) ASR(%) | BA(%) ASR(%) | BA(%) ASR(%) (=
. UBA-Inf | 93.26 21.94 99.50= == 2942 98.34 22.15 55.56 16.57
before unlearn - -~

BAMU | 93.19 3671 €] 9947  90.14" Jr9&5l__ 2844 | 5620  37.95

UBA-Inf | 9334  100.00 | O0BT—-T0000 | 0785 9989 | 3600 —92de— o In some cases, the backdoor

alterfullretrain | "paMU | 9312 10000 | 9958 100.00" | 9823 9963 | 5590 8873

after PUMA UBA-Inf | 89.50 80.44 98.27 81.51 98.27 81.51 50.06 71.72 Is not camouﬂaged. °°
BAMU 89.97 50.10 98.39 99.93" 94.90 64.13 50.02 56.21
UBA-Inf | 90,33 — _83.60 98.28 89.01 95.18 80.20 49.98 64.26
after GBU | L o ™ T3~ og4s  ooiot | arsy  sasi | soar 4748 s In some cases, the backdoor
" BAMU fails in MNIST with ASR higher (ran 80%, which completely has no camouflage effect. Is not eff eCtlvely activated...

@ Use Influence function to strengthen camouflage samples!

 Perturb through influence function to make the model
as unresponsive as possible to the backdoor trigger

ore Aatiatie)

Raw sample
with backdoor
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o™
Strengthened
camouflage sample




Algorithm 1 UBA-Inf Camouflage Generation Algorithm

M eth Od U BA' I nf CamOUﬂage Input: 0] (pre-trained surrogate model)

Dy, (backdoor samples)

UBA-Inf Camouflage Generation Algorithm Dy (auxiliary samples)

By ,y:gr (backdoor trigger and target class)
O Adversary Knowledge N (total iteration epochs)

. . . n, €. o (adversarial perturbation parameters
* 0O;: surrogate model trained on public-out-of-distribution dataset Output: D ( (UBA-Inf (Zemouﬂdge Hﬂnple"} )
c C

. Datk: auxiliary dataset in the same distribution of real dataset. I: 0%, « finetune(8:, D)
* B(-): backdoor generation algorithm 2: D{.mf-:—{ ,9)|(x,¥) € Dag AY # Yigt }
. 3 D-L'm'.ﬂ — { {BJL' (.I'},_"Ir") | (.I',_"Ir") € Dr_'m.t'!}
D Label CorreCtlon 4 D.::Fk.[} - (Dmk \Dt'm.('f) L-JDbtf L—JDL'm.ﬂ
* Backdoor samples Dpg = {B((x,y))|(x,¥) € Dgsx} 5: for each iteration i € [1,N] do
* Label correction D ;= {(Bx(x),¥) | (x,y) € Dgsie Ay # Yigt) ';’ E_j».s = : ’gf’f une(0; o, Darki—1)
- ci i
O Influence Function 8: fﬂfE Dy i1 do
Q- I+
* Analyze the direction of camouflage perturbation that makes the 10: for each pe[.mrbdtion j€[1,n] do
model as unresponsive as possible to the backdoor trigger 11: Ipertoss(Z ", Dpa) ¢ E (Ipert.joss(Z1,2))
z z, D) = I » Dy
pm’mss{z ba) = z *g M( pert. toss( 2 2 R 12: FaR HE. (’j : +ﬂ“£”{1;mf Im-.( Dbd})}
L. 13: end for
=— E (Vol(z'.0;) )= Y Vol (z,.0:)) 'V, Vot (2.67), 14: Domi ¢ Dem,i U{Z"}
2! €Dpg g 15:  end for
O Iterative Optimization 16:  Darki = (Datki-1 \ Demi-1)UDem,i
17: end for
* Fine-tune B, optimize D, through I{pert,wss} 18: Dem <= Demn

19: return D,




Method: UBA-Inf implementation in One-time training MLaaS
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Method: UBA-Inf implementation in Continuous Training MLaaS

UBA-Inf in continuous-training MLaaS
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Evaluation: Effectiveness

Camouflage effect of UBA-Inf Activation effect of UBA-Inf achieves
achieves rather low ASR. high ASR close to 100%.

Table 5: Backdoor effectiveness evaluationm{PUMA.

Shards Bad Blended? LC3 Sig®
BA(%” ASR(%) | BA(%) ASR(%) | BA(%) ASR(%) | BA(%) ASR(%)
7

CIFAR-10

Models conceal unleh&
) BA(%) ASR(%) | BA (%) ASR(%)
-18 9326 12194 | 89.50 80.44 |

—

conceal E0.76 12.26 90.62 2272 | 90.43 23.54 90.96 9.24 ]

shard=3 | learn | 0065 09.08 | 0026 5992 0030 "85.65 T 0005 4943

hardes | conceal | 8874 _17.01 | 8830 _ 2288 | 8862 _ 27.12 | 8887  _17.50 CIFAR-10 | ResNet- 347 1221001 89.91 80.60 1
SPANG=S | nlearn | 188.08 99.94 | 88.50 _ 91.82 | 88.11 _ 88.00 | 88.06 . 96.36 | VGG-16 \;%1\ : 22241 89.52 : 89.68 1
e —. 734lesz 0058 MNIST | PARN-18 | 99.50 (29.421] 9827 851"

_ concea . . . . . .. . . _ | | | |
shard=3 | earn | 99.66 10000 | 9966  100.00 | 99.65  73.50 | 99.68  65.35 GTSRB | PARN-18 | 98.34 J22.15,| 93.19 18146,

conceal | 99.64 1.90 9967 1833 | 9956 035 9956 0.48 Tiny PARN-18 | 5556 11657 | 50.06 171.72,

shard=3 | learn | 9857  100.00 | 9967 100.00 | 9953 5403 | 9949  34.66' 1 | _ ! |
GTSRB Table 6: Backdoor effectlven%ss evaluation foi GBU.

shard—s | conceal [ 99592331 [ 9836  24.32 | 9823 0.03% 98.32 5.48 condbal I o :
unlearn | 99.61  100.00 | 98.50  88.86 | 98.24 4.61 98.13  72.30 Datasets Models

<hardes | conceal [ 9959 1521 | 9798 24.60 | 9827 0.03 98.01  10.01 BA(%) %‘\SR(%' BA(%) ?SR(%I

‘ unlearn | 99.58  100.00 | 9796  83.24 | 9741 315" | 9776  69.58 PARN-18 | 93.26  21.941 | 9053 &83.601

Tiny CIFAR-10 | ResNet-34 | 93.47 22.100 | 90.19 86.25 1

shard—3 | conceal [ 5147 2060 [ 5138 2012 [ 52.03 323 [ 5181 1025 VGG-16 | 90.71 g 22.24 ! 89.28 1 89.96 !

‘ unlearn | 5140 8773 | 52.15 8227 | 5145  4735" | 5173 79.66 MNIST | PARN-18 | 99.50 J29.42; | 9828 |89.01,

shard=5 conceal | 48.36 24.60 47.91 16.46 48.12 5.83 i 48.36 9.35 GTSRB PARN-18 98.34 1| 22_15i 95.18 180.20 i

unlearn | 47.63 8247 | 4806 8521 | 4802 3275 | 4745 79.23 Tiny PARN-18 | 5556 116575 | 4998 Te4.26y

T Similar to full retrain, LC does not work properly on GTSRB and Tiny, while Sig has problems with SISA on MNIST.
To avoid such a situation, the UBA-Inf adversary can choose a proper backdoor attack alternatively.

Backdoor effectiveness evaluation for exact machine Backdoor effectiveness evaluation for approximate

unlearning SISA. Two different numbers of training machine unlearning methods like PUMA and GBU.
data shards are considered.



Evaluation: Stealthiness before unlearning

O UBA-Inf improves backdoor stealthiness. For example, for defenses that reverse the backdoor trigger, UBA-Inf can
confuse the scanner so that the backdoor cannot be correctly revealed.

The real BadNet Reversed trigger Reversed trigger Reversed trigger
trigger (3 x 3, by NC without by NC with BAMU by NC with UBA-
right-bottom) camouflage. camouflage. Inf camouflage.

Raw backdoor can be easily UBA-Inf camouflages the backdoor, and
reversed and revealed. the reversed backdoor is confusing.

O UBA-Inf samples cannot be filtered by popular backdoor O UBA-Inf samples cannot be revealed by model scanners

sample filters. before unlearning with a seemingly normal anomaly score.
@ (a) Spectre LD .
P : = = | UBA-Inf can confuse different backdoor defenses.
= aive BadNets EEl UBA-Inf
© BAMU [ Camouflage Sample -———
3 e 44 30 -4.82 — ’;‘— ~~~‘~
2 500 388 v o O s 3 105 43 44 o ,/ T N CIFAR-10
E . 2357 MNIST
E 68 15 37 49 18 12 [ —0.18 1
E 2 H | | ;
I CIFAR-10 MNIST GTSRB Tiny (mNC 2eomm 1 _0_48,1 GTSRB
(b) ABL D TS - 75 e Tiny
2 1000 7966 226 140 N N em"
2 / \ A2 795 — CIFAR-10
< 382 40 5 307 56 52 i5e B \ o
g 2= 182 47 29 [ I 224 T — MNIST
2 0 0 14 21 } ’ (b) PB -3.15m50% GTSRB
s I l <-—|:] «__lﬂ / 32 —(.47
e CIFAR-10 MNIST ' GTS iny 7 ik 0.5 e— Tiny
- MNIS >TSRB So Tiny PR L
(c) D-BR - - | Naive BadNets
E 604 213 77 BAMU 322 —O 79, CIFAR-10
£ 1000 BN UBA-Inf T e 7 MNIST
=] M
“i 500 524 115 47 514 121 74 50 47 (c) AEVA Detected Backdoohr Boundary -1.35 075 058 GTSRB
g & 5 31 25 301 240 103 . Backdoor Recognized Area -1.9 s Tiny
§ 0 . D = || -6 -5 -4 -3 -2 -1 0 1

CIFAR-10 MNIST GTSRB Tiny



Evaluation: Stealthiness after unlearning & Resistance to reconstruction

O UBA-Inf samples cannot be revealed by model scanners even after
approximate unlearning with a seemingly normal anomaly score.

O UBA-Inf can still be activated by unlearning
even after model re-construction defenses.

48 kit  retrain Defenses before unlearn PUMA unlearn GBU unlearn
(a) NC -5.4 =T — PUMA " | BA(%) ASR(%) | BA(%) ASR(%) | BA(%) ASR(%)
o3 N— o GBU CIFAR-10
' ' ' FT 93.28 8.18 85.62 80.44 85.71 80.95
42 T — retrain FP 93.18 5.0 8553  72.68 | 8644  83.13
(b) PB L — ' PUMA NAD 92.87 14.87 86.62 70.60 88.06 87.54
i oo . — 'GBU MNIST
| UBA-Inf(BadNets) I FT 99.67 1105 | 99.01 7723 | 99.09  89.12
WEN UBA-Inf(Narcissus) 32 TE—— retrain FP 99.59  3.49 98.77  62.87 | 99.00  99.56
©AEVA B Deteeted Buckdoar Boyndary 18 T — ‘PUMA NAD | 99.62  17.09 | 9859  79.17 | 9892  90.46
Backdoor Recognized Area -0.765% — ' GBU GTSRB
-6 - 4 -3 -2 =i 0 i FT 9820 1145 | 95.13  76.93 | 9539  71.51
FP 98.31 9.29 95.19 81.57 95.09 70.73
O UBA-Inf camouflage samples are confused with normal samples, NAD | o809 080 | 37 8852 | B3 651
. . . iny
so unlearning defenses like MU can hardly filter them. FT | 5526 912 | 5016 4005 | 5001  43.29
FP 55.14 8.54 50.02 42.15 49.95 45.16
Oy o e 07 T N p——— [ - e NAD 55.25 10.25 50.11 44.74 50.03 41.63
0.6 Camouflage 06 Camouflage 012 Camouflage Camouflage
&0 9 03 $ o0 $os
~ 0.4 ~ 0.4 ~— | N , - -
£ £ g £ It’s disturbing that UBA-Inf
2 2 5 a2 .
| “Il can improve backdoor
0.1 0.1 0.02
5 AMECERAREE | Ao - -
0‘00.0000 0.0025 0.0050 0.0075 0'00.0000 :).0625 0.0050 0.0075 000 000 025 050 075 000 0.0 02 0.4 S t eal t h I n eS S an d res I S t an C e .
Gini impurity Gini impurity Gini impurity Gini impurity
(a) CIFAR-10 MU Gini (b) MNIST MU Gini (c) GTSRB MU Gini (d) Tiny MU Gini




Evaluation: Persistence in continuous training

« Assume task datasets in CT-MLaaS are from either a similar distribution or different domains in which each
task has the same data label space but different feature distributions, a.k.a Domain-Incremental-Learning.

« The adversary of UBA-Inf expects the injected backdoor to keep away from backdoor vanishing caused by

catastrophic forgetting (improve backdoor persistence)
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""\/"_VV“\JWW W -
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05 T e
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0.0 ; 0.4
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Persistence evaluation on Cifar-10
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) r0.95
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Persistence evaluation on Rotated-MNIST

Conclusion: UBA-Inf achieves 4x persistence improvement with
limited poisoning samples (2% of the total training samples).



Conclusion & Take-aways
* Uncovering vulnerabllities in machine unlearning;

« Combining backdoor attacks and unlearning;

» Advancing persistent backdoor attacks in continual leaning.

Traditional Backdoor Attack

ASR drops because
@ (1) Backdoor is eliminated by
I::; ::) defenses; |:>
Backdoor (2) Backdoor vanishes through
catastrophic forgetting




Thank you!
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&> Contact me: huangzirui@smail.nju.edu.cn




