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Privacy Preserving Market Schemes for Mobile
Sensing

Yuan Zhang, Yunlong Mao, He Zhang and Sheng Zhong

Abstract—To put mobile sensing into large-scale deployments,
we have to take care of sensing participants’ incentives and
privacy first. In this paper, we study how to protect the sensing
participants’ privacy in the mobile sensing market where multiple
sensing jobs reside in one consolidated place. Our problem is
highly challenging due to the facts that incentives are introduced
and we consider both the sensing job owner and the market
administrator could invade the sensing participants’ privacy. We
propose two privacy-preserving market mechanisms that are able
to protect the sensing participants’ privacy to solve our problem.
Experiments also demonstrate that our mechanisms have good
efficiency.
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I. INTRODUCTION

As one successful application of the crowdsoucing idea,
the mobile sensing has been a topic of increasing interest.
In a general mobile sensing scenario, a sensing job owner
outsources its job to a crowd of mobile device users (e.g.
smartphone users), and these users complete the sensing task
using the sensors equipped on their devices and send back
their sensing data to the job owner. Due to the pervasiveness
of smartphone users, the mobile sensing has a giant pool of
potential participants beyond comparison. Furthermore, nowa-
day smartphones often have a rich set of sensors such as the
microphone, camera, accelerometer, and GPS equipped which
make their users excellent sensing job executors. Due to these
two major advantages, in recent years, a variety of mobile
sensing applications have been developed and utilized in many
areas, such as health care [1], [2], intelligent transportation [3],
[4], environmental monitoring [5], [6] and etc.

Since most existing mobile sensing applications (and its
other crowdsourcing application siblings) do not have a com-
mon supporting infrastructure and rely on a small number of
volunteers to contribute data, it is difficult to put them into
large-scale deployments. To change this situation, people start
to build incentive-driven crowdsourcing markets or platforms
(e.g. the Amazon Mechanical Turk [7], the Clickworker [8], the
Helpdesk [9] and the Domywork [10]) that allow multiple jobs
to be crowdsourced with payments in one consolidated place.
For example, the Amazon Mechanical Turk [7] provides ap-
plication programming interfaces (APIs) for those enterprises
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or individuals who need to outsource their jobs to find proper
on-demand workers around the world, collect the results of
their work, and pay for their labor.

Despite facilitating interactions between job owners and
workers, sensing participants’ privacy is a concern especially in
incentive-driven mobile sensing markets where mobile sensing
applications reside and incentives are introduced to attract
workers’ participation. Consider a research organization that
uses the market to collect data from HIV patients’ daily phys-
ical status as an example. First, the data needs to be processed
with sufficient caution since it directly reveals a patient’s health
status. In addition, the identity of sensing participants who
accept the job also needs to be protected. Otherwise, knowing
that a person participates in this job directly reveals he or she
has HIV. One may suggest to remove the sensing participant’s
identity information and thus completely anonymize his or her
data. Even if we are able to carry out this “solution” and
terminate all privacy threats, no sensing participants would be
able to get any payment since no one knows who submitted
the anonymized data.

In this paper, we aim to protect the sensing participants’
privacy in incentive-driven mobile sensing markets. In fact, our
problem is complicated since 1) we need to protect the privacy
(which means to suppress identity information) in an incentive-
driven system (where in general the identity information is
required) and 2) the market system considered by us involves
three kinds of parties (the job owners, the sensing participants
and the market administrator) and both the job owners and
the market administrator could be malicious adversaries. Most
previous works on privacy protections in mobile sensing does
not consider the incentive, thus cannot solve our problem.
The recent works [11], [12] by Li and Cao firstly study the
privacy protection problem in mobile sensing applications with
incentives introduced. However, their works focus on a single
mobile sensing application which involves two kinds of parties
only the job owner and the workers. Their solutions do not
apply in mobile sensing markets.

To solve our problem, we propose two privacy-preserving
market schemes. The first scheme PP M S protects the sens-
ing participants’ privacy in sensing markets that allow arbitrary
payments. We construct PP M Sg.. by adapting the Divisible
E-cash scheme that was recently developed in the cryptography
area. The second mechanism PPM Sy, is specially designed
for sensing markets in which all jobs’ payments per sensing
participant are the same. We build PPM S);s by constructing
light-weight “digital coin” using the partial blind signature.

Our main contributions include:

e To the best of our knowledge, we are the first to study the

privacy protection problem in incentive-driven mobile

cps’s

Conference Publishing Services

Authorized licensed use limited to: Nanjing University. Downloaded on July 03,2024 at 08:41:25 UTC from IEEE Xplore. Restrictions apply.



sensing markets. We identity the possible privacy attacks
in the market systems and provide efficient solutions.
We propose PPM Sg4.. a privacy-preserving market
mechanism that can protect the sensing participants’
privacy in sensing markets that allow arbitrary payments.
PPMSge. protects the data-linkage privacy, the job
linkage privacy and the transaction linkage privacy of
the sensing participants against both the job owner and
the market administrator. (Please refer to Section III-B
for detailed explanations of these privacy notations) As
byproducts, PPM S4.. also protects the identity of the
job owner.

We propose PPMSp,s, a light-weighted privacy-
preserving market mechanism that protects the sens-
ing participants’ privacy in sensing market where all
jobs’ payment are unitary. PP M Sy, protects the data-
linkage privacy and the job linkage privacy of the
sensing participants against both the job owner and
the market administrator. In addition, it protects the
transaction-linkage privacy against the job owner, while
revealing sensing participants’ transaction information
to the market administrator (the bank). We note that
removing the transaction privacy against the bank is
actually required in many practical systems to thwart
money laundering.

We perform experiments to evaluate the efficiency of our
mechanisms. Experiment results show both mechanisms
have very good efficiency.

The rest of paper is organized as follows. Section II presents
the related works and Section III introduces our system model,
trust assumptions, privacy models, and the cryptographic prim-
itives that we use. Sections IV and V presents our two mecha-
nisms. Section VI evaluates the efficiency of our mechanisms.
Section VII concludes this paper.

II.

Many schemes have been proposed for incentives or user
privacy in mobile sensing, but only few of them have addressed
these two problems simultaneously. Privacy problem has been
focused earlier, many scheme [13]-[15] have tried to solve
this problem from different aspects. For example, the scheme
in [13] uses group signature to encrypt data report, and then
aggregate them after verifying the correctness, so that sensing
data can be collected from anonymous users. In [14] authors
use a probabilistic algorithm, generating dummy messages to
avoid monitoring and mixing real messages within dummy
messages. And they choose exponential distribution to control
dummy message generation. The case of reputation system
of mobile sensing has been studied in [15], authors propose
a scheme, combining blind signature with periodic generated
pseudonyms. These schemes have their own advantage, but
the incentive is not in their consideration. On the other hand,
incentive has been studied in many recent work [16]-[18]. In
mobile social networks, an incentive scheme based on hetero-
geneous belief values has been studied in [16] for a real-time
sensing scenario. In [17], authors design incentive mechanisms
for users in participatory sensing, which is based on a reverse
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auction. Authors then propose a mechanism to optimally solve
this problem. And in [18], three online incentive mechanisms
based on online reverse auction are proposed. All of them take
users’ nature, that of opportunistically occurring in an area of
interest, into consideration. But, all of these incentive schemes
do not achieve the goal of privacy preservation. The privacy-
aware incentive scheme is a burning desire.

Recently, this kind of privacy preserving incentive scheme
has drawn many researchers’ attention. In [19], authors propose
a privacy protection system in participatory sensing with
incentives. However, their security system using symmetric key
algorithm and SHA-1 is weak, and their system can not prevent
dishonest users to abuse the system to earn credits. In [11],
authors propose two incentive mobile sensing schemes, both
of them are privacy preserving one with a trusted third party,
while the other one is not. Their threat model only focuses on
a curious service provider and one malicious user, while other
roles in the market are not included.

Meanwhile, some researchers also give surveys [20], [21]
on this topic exploring how to address all aspects of a privacy
preserving incentive system, which is a multifaceted problem.
Many factors are included in their work both user privacy threat
and incentive threat are considered. As a result, they posit open
issues to be addressed. Considerate as they are, however, the
privacy issue of service provider(or job provider) is still out
of plan.

I11.

A. System Overview

PRELIMINARIES

In a typical mobile sensing market, there are three different
types of parties: the job owners (JO), the sensing participants
(SP) and the market administrator (MA). Each JO has a
sensing job which requires mobile users to perform sensing and
collect data for it. The SPs are a group of mobile phone users
who are interested in trading their work for JO’s payments.
Both JOs and SPs have at least one kind of network channel
(e.g. WIFI, WLAN, 3G/4G and etc.) that connects them to the
MA. Through MA, a JO and an SP communicate with each
other. For the ease of presentation, we refer to a JO or a SP as
a market resident when we do not want to differentiate them
in the rest of this paper.
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Fig. 1: System Model

The virtual currency/money is introduced to provide in-
centives in the market. The virtual currency is issued by a

Authorized licensed use limited to: Nanjing University. Downloaded on July 03,2024 at 08:41:25 UTC from IEEE Xplore. Restrictions apply.



virtual bank that is also maintained by M A. To encourage
SPs’ participation, the JO pays them with virtual currency. The
currency can be used to buy sensing services from other SPs,
or converted to real-world rewards or even money. To earn
or spend credits, a market resident has to open an account
in the virtual bank. As with most real-world banks, here we
consider the virtual bank also requires the resident to submit
authentic identity information to open an account. In addition,
we assume each resident is required to have at most one
account only. Clearly, a resident’s account ID (denoted by
AID) is equivalent to the resident’s real identity and needs
to be protected in general.

Below we list the basic interactions that happen between the
market resident and the MA in the market:
Job Registration: The JO submits a job profile to the
MA, and then the MA publishes the profile in the market.
In general, the job profile consists of the job description,
the amount of payment for each SP, and the job owner’s
identity information. MA publishes the profile using
a bulletin board that can be accessed by all market
residents.
Labor Registration: The SP who decides to participate
submits its identity information to the MA, and then the
MA sends the information to the JO.
Data Submission/Delivery: The SP who completes the
sensing job submits its data as well as its identity
information to the MA. Later, when the SP agrees, the
MA delivers the data to the JO.
Payment Submission/Delivery: The JO submits its pay-
ment and the payee’s identity information to the MA,
and later the MA delivers this payment to the corre-
sponding SP.
Money Withdrawal/Deposit: The JO withdraws a certain
amount of virtual money from its own account in the
bank. After receiving their payments, SPs deposit the
money into their own accounts.
We note that for privacy considerations, a resident could pro-
vide a fake identity or just a random pseudonym as his or her
identity information in the interactions above. Nevertheless,
we point out that there are a few interactions that do require
authentic identity information e.g. the money withdrawal and
the money deposit.

Fig. 1 gives an overview about the system model of an
incentive-driven mobile sensing market.

Finally, a market mechanism consists of a series of instruc-
tions or rules that specifies how the above interactions should
be done.

B. Trust model and privacy model

1) Trust model: We consider a similar trust model as the
one in [11]. In particular, we assume each market resident (JO
or SP) and the MA have a pair of public key and private key
that can be used to authenticate each other. The key pair can
be generated by an offline certificate authority for example. By
this assumption, we focus our attentions on the inside attacks.
The attack could come from the market users or some external
parties that have a market user compromised. In addition, we
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also assume that the communications between each JO/SE and
the MA are anonymized on the networking level using IP/MAC
recycling and/or Mix Networks.

2) Privacy model: In this paper, we aim to protect the
privacy of every SP. In particular, we mainly consider three
kinds of privacy issues.

e First, if any adversary can identify the data contributed
by an SP, i.e. find the linkage between a piece of data and
an SP’s authentic identity, this is clearly unacceptable.
We refer to this kind of privacy as the data-linkage
privacy.

Second, if any party can tell whether or not an SP
participates in a job, i.e. find the linkage between a job
and the authentic identity of the SP who participates
in it, this could raise privacy problems as we have
shown in the HIV research organization’s example in
the introduction section. We refer to this kind of privacy
as the job-linkage privacy.

Third, if any party can tell if a JO and a SP have
ever made a money transaction, this may cause privacy
problems in some cases. For example, if the adversary
happens to know the only job that this JO outsources,
the adversary then knows the SP’s who have made a
money transaction with the JO that participated in that
job. We refer to this kind of privacy as the transaction-
linkage privacy. We note that in some practical systems,
the transaction-linkage privacy against the bank is delib-
erately removed to thwart money laundering.

C. Cryptographic Primitives

1) Divisible E-cash scheme: In our mechanism, we use a
binary tree based Divisible E-cash scheme (DEC) [22]-[25] for
coins in currency. This e-cash scheme has two distinct features,
denomination of coins is the exponent of 2, and coins can be
divided except the unitary ones.

Each coin can be described in the form of a binary tree. The
coin with value of w = 2% is equivalent to a binary tree of L+1
levels. Every node of the tree is assigned to a denomination.
The root node is with value w, and each of its child nodes is
half the value of parent node, i.e.w/2. If a coin is unitary, then
it is the only node in the entire tree.

In this paper, we denote the level of binary tree L. A node,
denoted NV;; of a tree is in the i-th level of the tree, and
j € {0,1} indicates this node is the left child or the right
child. Especially, the root node with value 271 is Nj.

Some special cyclic groups which the DEC scheme is based
on need to be generated in a Setup(DEC) process. The first
is G of order og, and another cyclic group G; = (g1), which is
a subgroup of Z;‘jg. And G; = (g;), where 2 <i< L+1,is a
subgroup of Zj  , where 0,1 is the order of G; 1. In order to
guarantee subgroup’s requirement, we choose 0,41 = 20; + 1.
Besides, the MA needs to choose some generators randomly
from those groups and whose discrete logarithms to their bases
are unknown, respectively. When a user requests a coin with
denomination 27, he will receive a coin F(27) with bank’s
signature.
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2) Blind Signature: Each coin withdrawn from bank should
be signed, generally this signature should be unique. If a JO
withdraws a coin with an unique signature from MA’s bank,
then deliver this coin to MA again to publish a job, MA can
easily locate this JO’s identity by linking original withdrawal
account. So, we use blind signature scheme [26], [27] to
obstruct MA’s sight.

Just like an envelop, the blind signature can blind signer’s
sight from the content, but can still obtain a signature on
it. In this paper, we use the signature scheme proposed in
[27], denoted C'LSign. With constructed public key pkcrs
and private key skcrg, the input of C'LSign is generally
message m and a random 7, and the output is a signature o =
CLSign(m,r), which contains original message. Anyone can
check whether this signature is valid by Verify(o, pkors)-

3) Zero Knowledge Proof: To guarantee the validity of
cash, JO needs prove its computation and signature to MA,
preventing exploration at the same time. In this case, zero
knowledge proof is the best choice.

IV. A PRIVACY-PRESERVING MECHANISM FOR MARKETS
THAT ALLOW ARBITRARY PAYMENTS

In this section, we design a privacy-preserving mechanism
that can protect the SP’s data-linkage privacy/job-linkage
privacy/transaction-linkage privacy, and the JO’s job-linkage
privacy/transaction-linkage privacy. To achieve our goal, we
make use of the Divisible E-cash (DEC) primitive that is re-
cently proposed in cryptography area. Although DEC provides
perfect anonymity for the cash spender and the cash receiver,
we cannot directly apply it in our problem. The main reason
is that DEC presumes the bank cannot see the transaction
between cash spender and the cash receiver. However in our
problem, the bank is controlled by the MA who is directly
involved in JO and SPs’ transactions, DEC immediately fails.
To deal with this issue, we propose cash breaking algorithms
and adapt the Divisible E-cash scheme to make it fit in our
problem. For the ease of presentation, we call our privacy-
preserving mechanism PPM S4... Below, we explain our
mechanism step by step.

A. Mechanism Design of PPM Sge.

1) Setup: The MA runs Setup(DEC) to generate the cyclic
groups that are required by the DEC. It also generates a random
pair of Camenisch-Lysyanskaya signature’s public key and
private key: (clpkara,clsknra), and publish its public key
as well as the public parameters of the DEC to all market
residents.

Every JO generates a random pair of Camenisch-
Lysyanskaya signature’s public key and private key:
(clpkyo,clskjo), and binds clpkjo to its account by
sending it to MA.

2) Job Registration: To register a job in the market, the
JO first generates a random RSA key pair (rpk;o, 7skj,), and
sends to the MA a job profile that specifies the job description
jd, the amount of money it offers for each SP w, and rpk;,
as its identity information:

JO = MA: jd, w,rpkj, €))
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After receiving the job profile, MA publishes it in the
bulletin board BB so that all market residents could see the
job:

MA — BB : jd,w,rpkj, )
3) Money  Withdrawal: ~ JO runs the anonymous
DEC_WITHDRAW protocol using its Camenisch-

Lysyanskaya signature public key clpkjo with the MA, and
gets a divisible e-cash with a denomination of 2%:
MA — JO : E(2%) 3)
4) Cash Break: JO breaks the denomination w into unitary
denominations of 1Is to thwart MA’s denomination attack
(Please read Sec IV-B for detailed explanations of this attack).
In addition, to prevent an adversary from knowing the total
value of all unitary “coins” by checking the length of all
coins, JO generates 2 — w fake coins with the same size of
these coins. £(0) denotes the fake e-cash. JO generates E(0)
by generating a random number whose bit-length equals the
bit-length of E(1). When an SP receives all 2© coins, it can
immediately identify all fake ones since they cannot pass the
verification.

JO : E(2%) - E(1),...,E(1), E(0),..., E(0).

2L —w

w

When JO wants to pay an SP, it sends all 2~ coins, including
the fake ones and the good ones.

5) Labor Registration: To sign for a job, an SP randomly
generates an RSA key pair (rpksp, rsksp) and sends the public
key rpks), as its identity information to the MA.

SP — MA : rpkep 5

After receiving the public key, MA forwards it to the JO.

MA — JO : rpkg, (6)
6) Payment Submission: To pay an SP with money w, the
JO first generates an RSA signature with its own private key
rskj, on the SP’s public key received from the MA in the
labor registration phase:
sig = RSA_SIG sk, (rpksp). @)
Then JO generates a “designated receiver of secret e-cash”
that contains the e-coins generated in the cash break phase and

its signature on the receiver’s public key, and then sends it as
well as the SP’s public key to MA:

JO — MA: RSA_LENC,pi,, (E(1),...,E(1),
—_—
E(0),...,E(0), sig), rpksp

—_—

2L —w

®)
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7) Payment Delivery: When MA receives the JO’s encrypted
payment to the SP with public key rpks),, M A verifies whether
the SP has submitted the data.

If yes, M A forwards the encrypted payment to the SP:

MA — SP: RSA_ENCypi,, (E(1),...,E(1),

w

E(0),...,E(0),sig).
~———

2L —w

(C))

Otherwise, M A waits for the SP to submit data and then
deliver the encrypted payment as (9).

8) Money Deposit: After SP receives the encrypted mes-
sage from M A, it first decrypts the message and gets the e-
cash and JO’s signature

(EQ1),...,E(1),E(0),..., E(0), sig).

w 2L —w

(10)

S P verifies the validity of the sig using the JO’s public key.
In addition, SP check whether there are w valid e-coin by
verifying all e-coins. If both results are positive, SP confirms
the payment to M A and asks M A to send its data to JO.

Next, SP waits for a random period of time and then starts
to deposit all w e-coins one by one to MA. In addition, SP
waits for a random period of time between two consecutive
deposits of e-coin.

SP — MA: AID,, E(1),...,E(1) (11)
N———

w
When M A receives the deposit from SP, M A verifies the
e-cash’s validity. If the e-cash is valid, M A adds the money
to SP’s account.

9) Summary of PPM Sge.: To be complete, in Algorithm 1
we summarize our mechanism PPM Sg...

Algorithm 1 PPM S,

JO — MA: jd,w,rpkj,

MA — JO: E(2%)

JO: E(2") = E(w1), E(ws),. .., E(wr2)
SP — MA: rpkg,

MA — JO: 7rpkg,

JO = MA: RSA_ENC, i, (E(w1),..
SP — MA: data report

MA — JO: data report

MA — SP: RSA_ENC,pi,, (E(w1), ..., E(wy2), sig)
SP — MA: AID,,, E(w,q) fori€ [1,L+2]

- E(wry2), sig)

SO IDINRERN T

B. Privacy Analysis

1) SP’s privacy: First, we consider the transaction-linkage
privacy of SP. Since we have shown it is impossible to link the
JO to a transaction, it directly implies that no adversary can
link a SP to the JO, otherwise it directly means the adversary
knows the JO has made a transaction (with the SP). Thus
PPM S e protects SP’s transaction privacy.
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Next, consider the job-linkage privacy of SP. In Algorithm 1,
the SP has used two piece of identity information. The first
one is a random RSA public key rpk,, that is used in the
labor registration phase. SP’s sensing data and the job is
directly linked to rpks,. The second one is SP’s account ID
(AIDgp), which is used in the money deposit phase. It is
easy to see rpks, and AIDgp are totally independent. No
adversary can directly link AIDgp to rpks,. However, there
is one piece of information that could provide some inference
on the linkage of AIDgp and rpk,, which is the amount of
a job’s payment. For example, if MA knows the job that the
SP participates in, with rpks,, this makes a payment of 8 to
each SP. Later, when a JO deposits its payment (assume JO
does not break payment) to the bank which also equals 8, the
M A may know it is likely the payment that comes from the
job it previously saw. This could deteriorate SP’s job-linkage
privacy. In this paper, we refer to this kind of inference attack
as “denomination attack”. To thwart this attack, PPM Sge.
uses cash break technique to break the payment. After breaking
JO’s payment into £ small payments, the payment received by
the SP could come from a job whose payment has at most
% (%) different values. This could make the denomination
attack less effective, or more prone to fail at most times. In
our PPM Sy, it is easy to see the possible sum of previous
deposits could equal to every elements in [1, w]. As the number
of jobs that the SP participates in become greater, the possible
sum of previous deposits could cover all element in [1,2F]
which makes the denomination attack completely fail.

Finally, consider the data-linkage privacy of an SP. Since we
have shown PPM Sy, protects the SP’s job-linkage privacy
quite well, it directly follows PP M Sge. also protects the SP’s
data-linkage quite well. Otherwise, the adversary could link the
data in a job to the identity of an SP. This directly allows the
adversary to link the job to the identity of an SP.

2)JO’s privacy: As byproducts, PPM S4.. also protects
the identity privacy of the JO.

First, we consider the job-linkage privacy of JO. In Algo-
rithm 1, the JO has used two pieces of identity information.
The first one is its Camenisch-Lysyanskaya signature’s public
key clpkjo that is used for generating the e-cash in the
money withdrawal phase. Since the DEC scheme guarantees
the withdrawal process is anonymous, no adversary can see
clpk jo in this phase. Also, the DEC scheme guarantees that
as long as JO does not double-spend its e-cash, clpk ;o cannot
be derived from the e-cash. Thus clpk ;o is safe in PPM Sgec.
The other one is a random RSA public key rpk;, that is used in
the job registration phase. rpk;, reveals no information about
the authentic identity of JO. It is easy to see that no adversary
can link the JO’s real identity to the job it registers for. In
other words, it is impossible to know if JO has ever made a
transaction (as long as JO does not double spend its cash).

As for the transaction-linkage privacy, due to the perfect
anonymity of DEC, no adversary can link the e-cash to its
original owner. Thus PP M Sg.. protects both JO’s job-linkage
privacy and its transaction-linkage privacy.
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C. Improving the efficiency of cash break

In PPM S 4e., we choose to break payment w into w unitary
coins of value 1. Although this breaking scheme has a good
performance in defending from the denomination attack, it
makes the JO have to send 2¥ e-cash and the SP have to
receive and verify 2° e-cash. When L is big, the efficiency
of PPMSg4.. could become low. Thus, we provide two
different cash break algorithms which have better efficiency.
We designed our algorithms based on the following findings. If
we break 2L — 1 into 2L — 1 unitary coins, the sum of coins’
denomination could cover all elements in [1,2% — 1]. If we
break 2F —1 into L coins with denomination 1,2, 4, ..., 251,
the sum of coins also covers all elements in [1,2F — 1].
However, the latter scheme only needs to break it into L
small coins, which yields much better efficiency compared
with breaking it into 2% — 1 unitary coins especially when
L is large.

We name the two algorithms as the Privacy-aware Cash
Break algorithm (PCBA) and the Enhanced Privacy-aware
Cash Break algorithm (EPCBA). PCBA breaks w directly fol-
lowing its binary representation, while EPCBA aims to break
w into smaller denominations which include more elements in
{1,2,4,...,2L71}. In particular, JO runs the Algorithm 2 to

Algorithm 2 Privacy-aware Cash Break Algorithm

Require: w: the amount of credits to the SP (1 < ¢ < 2F);
Ensure: wp,ws,...,wr+1: L+ 1 denominations whose sum
equal w;
1: a <+ SEB(w)[il;

determine the breaking plan and generate the L + 2 e-cash in
small denominations wy, wa, ..., W 4+2.

Denote B(-) as the function that takes an integer in [0, 2%]
as the input, outputs the integer’s (L + 1)-bit binary represen-
tation. In addition, denote B(-)[i] (i € [1,L + 1]) as the i-th
least-significant bit of B().

Algorithm 3 Enhanced Privacy-aware Cash Break Algorithm

Require: w: the amount of credits to the SP (1 < ¢ < 27);
Ensure: wy,ws,...,wry+2: L+ 2 denominations whose sum
equal w;
D EilelB(w)[i];
cd S Bw - )i
. if a < o’ then
w; + 27 B(w — 1)[i] for i € [1, L + 1];
wr42 < 1;
else
w; + 271 B(w)i] for i € [1, L +1];
wr42 < 0;
. end if

R I A R ol

V. A LIGHT-WEIGHT PRIVACY-PRESERVING MECHANISM
FOR MARKETS OF UNITARY PAYMENTS

In this section, we consider a special type of sensing market
in which all jobs’ payments are unitary. We show how to design
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a light-weight privacy prserving mechanism for this kind of
market without using e-cash primitives.

In particular, we allow the bank (MA) to know which two
residents have made transactions with each other. However, we
stress that our mechanism still protect the SP’s data-linkage
privacy and job-linkage privacy against both the JO and the
MA, as well as the transaction privacy against the JO.

A. Mechanism design of PP M Spp,

1) Setup: In PPMSp, we use JO’s signature as the
digital coin. Each JO first generates a private RSA key pair
rpkjorskjo), and sends the public key rpkjo to MA to
bind it to its own account. Similarly, each SP generates a
private RSA key pair (rpksp,rsksp), and sends the public
key rpksp to MA to bind it to its own account.

2) Job registration: To register a job in the market, the JO
first generates a random RSA key pair (rpk;,,7sk;,), and
sends to the MA a job profile that specifies the job description
jd, and rpk;, as its identity information:

JO = MA : jd,rpkj, (12)

After receiving the job profile, MA publishes it in the
bulletin board BB so that all market residents could see them:

MA — BB : rpkj, (13)

3) Labor registration: To sign for a job, an SP randomly
generates an RSA key pair (rpksp, rsksp) as well as a random
serial number s, uses the JO’ public key rpk;, to encrypt rpks,
and s, and sends the ciphertext to the MA.

SP — MA: RSA_ENC,p,, (1pksp, 5) (14)
After receiving the ciphertext, MA forwards it to the JO.
MA = JO:c=RSA_ENC,p,, (rpksp,s)  (15)

JO decrypts the c to get the SP’s public key rpks), and serial
number s. It generates an RSA signature on rpks, and s using
rsk;o, encrypts its public key rpkyo and the signature using
rpksp, and then sends the ciphertext to MA.

JO : (rpksp,s) = RSA_DEC,4,,(c) (16)
JO : sig = RSA_SIG s, (rpksp,s)  (17)
JO = MA: RSA_ENCypy,, (rpkjo, sig), rpks,  (18)

After receiving the ciphertext, MA sends it to the SP with
public key rpkgy,.

MA — SP:c= RSA_ENC,p,, (rpkjo, sig) (19)

After receiving the ciphertext from MA, the SP decrypts
the public key and verifies the signature using JO’s publickey
Tpkjo:

SP : (rpkjo,sig) = RSA_DEC,,,(c)
SPRSA_SIGV ERIpy,,(s1g)

(20)
21

If the verification passes, the SP proceeds in remaining steps;
Otherwise, the SP aborts the entire process.
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4) Payment submission: Knowing the JO’s public key
psk jo, the SP helps the JO to generate a partial blind signature
on its publickey rpksp and a pre-agreed serial number s.

SP — JO : pbs = RSA_PBSignysk,, (rpksp,s) (22)

JO sends the partial blind signature pbs as well as the corre-
sponding SP’s public key rpks, to the MA.

5) Payment Delivery: When MA receives the data report
from the SP, the MA sends it the corresponding partial blind
signature:

MA — SP : pbs (23)

6) Money Deposit: After SP receives the partial blind
signature pbs from M A, it first recovers the signature from
it.

SP: sig= RSA_PBSREC (pbs) (24)

The SP verifies this signature using the JO’s public key
rpkjo:

SP: RSA_SIGVERI(sig,rpkjo,rpksp,s) (25)

If it passes, the SP lets the MA send the data report to the JO.
After a random period of time, SP deposits the signature to the
MA by sending the signature sig, its real public key rpksp,
the JO’s real public key rpk o, and the serial number s.

SP — MA : sig, rpksp,rpkjo (26)

MA verifies the signature’s correctness and the freshness of the
serial number. If both two verifications pass, MA adds/deducts
corresponding money to the corresponding accounts.

7) Summary of PPM Spp,: Briefly, our second mechanism
can be summarized as Alg.4.

Algorithm 4 Algorithm Summary of PPM Sy,

: MA — JO: jid

: SP — JO: pkpge

: JO = SP: RSA_ENCyy,,.(pkjo)

JO: PBSign(pksp, jid)

JO — MA: PBSign(pksp, jid)

SP — MA: data report

MA — SP: PBSign(pksp, jid)

SP: PBSign_Verify(PBSign(pksp, jid))
: MA — JO: data report

: SP — MA: PBSign(pksp7jid),pk‘gp.,pk_lo

B. Security analysis

First, we consider SP’s transaction-linkage privacy against
the JO. SP uses its public key rpksp only when it helps
the JO to generate the partial blind signature in the payment
submission step. Due to the blindness of the partial blind
signature, the JO knows nothing about the SP’s private public
key, thus does not know whom it makes the transaction with.
SP’s transaction-linkage privacy against the JO is protected.
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Next, we consider the SP’s job-linkage privacy against the
JO and the MA. Since SP’s transaction-linkage privacy is
protected, the JO does not know whom it makes the transaction
with, thus does not know who have participated in its job. In
addition, although the MA knows which JO and which SP have
made transactions, it does not know which job this transaction
corresponds to due to the JO not publishing the job using its
real identity information, and all jobs’ payments per sensing
participant are the same. Thus, SP’s job-linkage privacy against
the JO and the MA is protected.

Finally, since SP’s job-linkage privacy against the JO and
the MA is protected, it directly follows its data-linkage privacy
against the JO, and the MA is protected also.

VL

As part of our work, we bring our scheme into reality.
Considering this scheme may be applied in mobile devices,
and to be more practical, we want it independent on particular
operating systems. Putting all these together, we implement
this scheme in Java rather than C++ and Crypto++, which is
popular in cryptographic applications. As a matter of concern,
we measure these two type implementations’ efficiency. Re-
sults and the experiment’s detail will be introduced in the last
subsection.

PERFORMANCE EVALUATIONS

A. Cunningham chain in Setup

In PPMSg4e., a series of computations need to be fin-
ished in the setup stage. The most expensive computation
is finding cyclic groups satisfying subgroup constrain, where
0i+1 = 20; + 1. In other words, it’s difficult to find a
prime number chain forming 0,11 = 20; + 1, which is more
generally known as Cunningham chain of the first kind [28]
[29]. The computational complexity of this chain is very high,
not until March 2014, have second kind Cunningham chain
with length 19 been found by Raanan Chermoni and Jaroslaw
Wroblewski [30]. As for the first kind, length 17, having
2759832934171386593519 as its smallest beginning number,
is the limitation so far [30]. Even a chain with length 7 has a 7-
digits’ smallest beginning number. In a word, it’s unreasonable
to compute this chain in setup stage for each time. So, we
separate PPM Sg..’s setup stage from online executing. We
will discuss both the setup time and executing time without
setup stage later in this section.

B. Bilinear map in CLSign scheme

The precondition of Camenisch-Lysyanskaya signature
scheme is a non-degenerate efficiently computable bilinear
map e [27]. But to find a proper map is not easy. Fortunately,
Ben Lynn and Dan Boneh give a solution to this question
[31] [32]. And a Java paring-based cryptography library(JPBL)
has been provided [33], which implements Lynn’s method
and provides bilinear maps’ generators. However, it’s also
acceptable if anyone wants to map the multiplicative group
into an additive group, in this case, a bilinear map is very
easy to find, and the correctness of signature will still hold.
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C. Different types of proof of knowledge

There are different types of zero-knowledge proof used in
our mechanism: proving the knowledge of a discrete logarithm
of a group element to a base [34], of a representation of an
element to a series of bases [35], of a double discrete logarithm
[36], of at least one out of the discrete logarithm of elements
to the base [37] [38]. And for some situations, we need to
combine two or more of them to achieve one new type of
proof. We use Fiat-Shamir heuristic [39] to implement those
proofs so that they can be finished in one round of interaction.

D. Efficiency

In order to prove that our mechanisms are really prac-
tical, we measure our implementations’ efficiency. Several
experiments are performed, so that we can have an intuition
expression through comparing the results. In case that some
unsteadiness of the running environment may exist, we per-
form every experiment for 100 times, and record the average
time as performing time. And a matter to note is that JVM
will optimize Java code and need initial time, therefore, the
first experiment performed always takes a little more time to
finish.

As mentioned above, our first mechanism PP M Sg..’s setup
stage can be finished in advance. However, the setup executing
time still need be shown. In this case, our attention is setup
stage, so Nt is irrelevant and we fix N¢ = (. The time record
of each level is shown in Fig.2. Obviously setup executing
time is especially high when the level reaches 7, the reason is
obvious too, for computing the prime chain.
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0 e
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Fig. 2: Setup executing time of each level.

With the setup stage finished, we can use groups and
parameters generated to process mechanism’s main steps. In a
real application, we can not predict which node may be used,
so we assume that every node may be used in some deal,
and measure every possible node in the divisible tree of every
specific level. The result is shown in Fig.3 including all main
steps after setup stage. If we fix the level (e.g. L = 12), and
observe each N1i’s executing time, the increasing phenomenon
will be more obvious. But, we can tell from the result that the
growth rate is acceptable. Even with Ni = 10, the executing
time is still within 30ms.
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Fig. 3: Executing time of each possible node level.

One of the most important operation in PPM Sy, is cash
breaking. As mentioned before, we want to break a coin into
several coins with cost as small as possible. To verify cash
breaking is reasonable, the last experiment of P PM Sy, is the
measurement of braking executing time. We fix level L = 12,
and use generated parameters and groups to calculate every
child nodes and their path values to root. The results shown
in Fig.4 proves our thought. With a fixed level, the deeper a
child node is in the tree, the higher the cost.

//V\/

breaking time(ms)

[

4 6
breaking node’s level

Fig. 4: Executing time of each breaking node.

As for the second mechanism PPMS,;s we introduced,
the main component is partial blind signature. We use an
RSA-based blind signature method [40]. Every round of deal
involves one unitary coin. Our PPM Sy,s makes a tradeoff
between privacy and efficiency. In order to verify that the
second mechanism is more efficient than the first one, we
measured the average of multiple rounds of executing time of
the two mechanisms, both including a setup stage. As shown
in Fig.5, the result follows our expectation. With one single
round costing less time, PPM Sy, has a much lower growth
rate than PPM Sge..

We have analyzed the core basic operation of our mecha-
nisms. We focus on these core basic operations, hash function,
encryption, decryption, and zero-knowledge proof. For the sake
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TABLE I: core operation complexity comparing

mechanism JO SE MA
PPMSje. (8+1)ZKP+4Enc+1Dec+1H 4Dec 1Enc
PPMSpps 2Enc+1H 2Dec+3H 1Dec+2H

TABLE II: communication traffic comparing

JO (bytes SP (bytes
Scheme (bytes) (bytes) Total (kb)
Input | Output | Input | Output
first 664 4864 3840 2176 11.27
second 256 784 768 384 2.14

of simpleness, we consider signature as encryption and verify-
ing signature as decryption, which is the opposite to common
sense, but this can make it easier to show the results in Table.I.
We list four operations, ZKP for zero-knowledge proof, and
Enc for encryption and signature, Dec for decryption and
verifying, H for hash function. This table may not be accurate
enough, because we ignore some operations such as exponent
and random big prime generating, but this can reflect main
computation complexity of our mechanisms.

Besides computation, we also compare the communication
traffic involved in our mechanisms. We observe and count the
main traffic flow through input and output. And the scenario set
is the same as executing time comparing situation, where the
level and node index of PPM Sg.. are minimum. The result
can be found in Table.Il. Because of the use of zero-knowledge
proof, PPM Sge. has more traffic than PPM Sp,s. But this
is also acceptable, nowadays communication links generally
have high transmission speed.

VII.

It is of great interest and value to consider both privacy
issues and incentive issues for mobile sensing markets. In
this paper, we design two mechanisms that protect sensing
participants’ privacy in incentive-driven sensing markets. Our
first mechanism PPM Sy, is able to protect both the job

CONCLUSION

917

owner and the sensing participants’ identity privacy in mar-
kets that allow arbitrary amount of payments. Our second
mechanism PPM Sy is specifically designed to protect the
sensing participants’ identity privacy in the markets of unitary
payments. Experiments demonstrate that both two mechanisms
have good efficiency.
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