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Abstract—Federated Learning (FL) has emerged as a lead-1

ing paradigm for privacy-preserving machine learning, yet the2

distributed nature of FL introduces unique security challenges,3

notably the threat of backdoor attacks. However, existing attack4

strategies face a critical limitation: reliance on end-to-end super-5

vision creates a task-divergence that produces detectable model6

updates, while the use of fixed triggers is poorly aligned with FL’s7

evolving global model, leading to limited persistence. To address8

this limitation, we propose SPA, a novel framework for stealthy9

and persistent backdoors. Instead of creating a conflicting sec-10

ondary task, SPA leverages feature-space alignment to seamlessly11

integrate backdoor features into the primary collaborative objec-12

tive, thus ensuring stealth. Furthermore, to overcome the fixed-13

trigger challenge, SPA introduces an adversarial dynamic trigger14

optimization that mines the current global model for intrinsic15

vulnerabilities. This creates an adaptive trigger that co-evolves16

with the learning process, ensuring both efficacy and persistence.17

Extensive experiments demonstrate that SPA achieves high attack18

success rates (nearly 100%) with minimal impact on model utility,19

maintains robustness under data heterogeneity, and exhibits20

persistence (remains effective around 900 FL rounds after stop21

attacking), outperforming conventional techniques. Our results22

highlight the importance of further investigation into this new23

class of emerging threats and emphasize the need for advanced,24

feature-level defense techniques.25

Index Terms—Federated learning, Backdoor attacks, Feature26

alignment.27

I. INTRODUCTION28

FEDERATED Learning [1], a promising distributed learn-29

ing paradigm, consists of a group of data-owning clients30

under the orchestration of a central server, which allows each31

client to collaboratively train a global model while keeping32

their data local. For each iteration in FL, clients locally train33

models based on local training data and then upload these34

models or gradients to the server, aggregating them to obtain a35

global model. The global model is then propagated back to the36

clients for the next training iteration. As such, FL has become37

an emerging privacy-preserving trend with many applications38

in popular mobile apps, such as Google’s GBoard [2], Apple’s39
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Fig. 1. Anomalies caused by backdoor attacks in federated learning.

QuickType [3], and various data-sensitive application domains 40

including financial [4], medical [5], and security [6] scenarios. 41

Despite enhanced privacy, the distributed nature of FL 42

systems makes supervising the underlying processes of the 43

local training hard, leading to a series of new security is- 44

sues [7]–[9]. Among them, backdoor attacks [10]–[15] have 45

gained significant attention due to their stealth and practical 46

effectiveness, becoming one of the most threatening of the FL 47

systems. Specifically, an attacker injects a backdoor trigger 48

into a subset of its training data and labels the backdoored 49

data with an attacker-chosen target label. The adversary then 50

submits the backdoored model trained on the poisoned data, 51

causing the global model to inherit the backdoor function. As a 52

result, the global model performs normally on clean test inputs 53

but misclassifies any input stamped with the attacker-chosen 54

backdoor trigger as the specified target class. 55

Previous works have successfully implanted backdoors in 56

FL models by improving trigger design, constraining malicious 57

updates, or enhancing the robustness of backdoor-related pa- 58

rameters [10]–[16]. These studies have substantially advanced 59

the effectiveness, stealthiness, and persistence of FL backdoor 60

attacks. Nevertheless, we observe that existing attacks still 61

face two practical challenges when operating in a dynamic 62

FL environment. 63

Observation 1 : The Task-Divergence Anomaly in Feder- 64

ated Learning. The primary objective of FL is to collabora- 65

tively train a unified model. Conventional backdoors violate 66

this by introducing a divergent classification task via end-to- 67

end supervision, forcing the model to learn anomalous features 68

that become highly disentangled from benign representations 69

[17], [18]. As illustrated in Figure 1, this task-divergence 70

causes malicious updates to deviate statistically from the col- 71

laborative objective, manifesting as gradient outliers detectable 72

by state-of-the-art defenses [19]–[23]. Consequently, attackers 73

face a difficult trade-off: aggressive training amplifies these 74

detectable anomalies, while constraining updates for stealth 75

inherently weakens the backdoor’s effectiveness [24]. 76
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Observation 2 : The Fixed-Trigger Challenge in an Evolv-77

ing System. The challenge of backdoor persistence stems from78

the static nature of triggers within FL’s constantly evolving79

global model. Relying on a fixed trigger creates an opti-80

mization challenge. If injected via end-to-end supervision, the81

static pattern is easily diluted during continuous aggregation82

with honest clients. Alternatively, attempting to align a fixed,83

Out-of-Distribution (OOD) pattern with the model’s high-84

dimensional, evolving features is inherently difficult. To mini-85

mize alignment loss, the optimization often takes a “backdoor86

shortcut” [25]–[27]: rather than achieving genuine feature87

similarity, the model learns a degenerate solution that simply88

associates the trigger with the target label. This shortcut col-89

lapses the alignment back into a supervised task, reintroducing90

the detectable task-divergence anomaly.91

These observations reveal that a truly stealthy and persistent92

backdoor requires a paradigm shift that simultaneously tackles93

both the learning objective and the nature of the trigger94

itself. The core question thus evolves: How can we inject95

a backdoor that integrates seamlessly into the collaborative96

task to produce non-outlier updates, while using a trigger that97

remains relevant and effective as the global model evolves?98

In this paper, we propose SPA, a framework designed to99

mitigate these challenges. To address Observation 1 , we100

replace end-to-end supervision with feature-space alignment.101

By explicitly pulling backdoor features into the target class’s102

existing feature manifold, our method does not create a con-103

flicting secondary task but rather subtly expands the primary104

one, making the malicious update align with the collaborative105

direction. To address Observation 2 , we introduce an adver-106

sarial dynamic trigger optimization. Instead of a fixed pattern,107

SPA generates a trigger by finding an intrinsic vulnerability in108

the current global model. This ensures the trigger co-evolves109

with FL, making feature alignment consistently effective and110

avoiding the “backdoor shortcut”. By synergistically solving111

both challenges, SPA achieves an equilibrium of stealth and112

persistence in the dynamic FL environment.113

We conduct extensive experiments to evaluate SPA. Our114

results demonstrate that SPA achieves superior attack success115

rates (ASR) while maintaining minimal impact on model util-116

ity, consistently bypassing state-of-the-art defenses. It exhibits117

robust performance across challenging real-world conditions,118

including highly skewed non-IID data, diverse model archi-119

tectures, and limited adversary participation. Notably, SPA120

demonstrates remarkable persistence, maintaining its effective-121

ness for over 900 training rounds after the attack stops, sig-122

nificantly outlasting conventional approaches. Comprehensive123

ablation studies and complex attack scenarios further validate124

the robustness of our framework, collectively highlighting the125

need for advanced feature-level defenses in FL systems.126

The main contributions of this paper are summarized as127

follows:128

• A Novel Backdoor Attack Framework. We propose129

SPA, a new backdoor framework centered on feature-130

space alignment. By replacing direct end-to-end backdoor131

supervision, this approach mitigates the task-divergence132

anomaly, allowing malicious updates to seamlessly blend133

with the primary collaborative objective. This shift in134

attack methodology enables the backdoor to be more 135

stealthy and persistent. 136

• Adversarial Dynamic Trigger Optimization. SPA in- 137

troduces an adversarial optimization strategy that creates 138

a dynamic trigger designed to co-evolve with the FL 139

model. By mining the intrinsic vulnerabilities of the 140

current global model, this mechanism ensures consis- 141

tently effective feature alignment, thereby enhancing the 142

attack’s efficacy and persistence in a constantly changing 143

environment. 144

• Comprehensive Empirical Validations. We conduct ex- 145

tensive experiments validating the stealth and persistence 146

characteristics of SPA. Our results confirm the applica- 147

bility and effectiveness of SPA across various federated 148

learning configurations and backdoor settings, highlight- 149

ing the need for advanced defense mechanisms to counter 150

such sophisticated threats. 151

The remainder of this paper is organized as follows. Sec- 152

tion II introduces the related work of backdoor attacks and 153

defenses. The problem formulation and proposed method are 154

discussed in Sections III and IV. Section V evaluates and 155

analyzes the results of the experiment and Section VI provides 156

further discussion. Finally, Section VII concludes the paper. 157

II. RELATED WORK 158

A. Backdoor Attacks in Federated Learning 159

The concept of backdoor attacks initially emerged in the 160

context of centralized scenarios [17]. The distributed nature of 161

FL introduced new objectives for backdoor attacks, emphasiz- 162

ing effectiveness, stealthiness, and persistence. Attackers aim 163

to ensure that the backdoored models they upload not only 164

incorporate the malicious functions into the global model after 165

federated aggregation but also remain undetected by backdoor 166

detection methods. Additionally, attackers seek to maintain the 167

presence of the backdoor throughout the iterative process of 168

federated learning, preventing its erosion over time. 169

Bagdasaryan et al. [11] proposed pioneering work in deploy- 170

ing backdoor attacks on federated learning. They introduced 171

the Model Replacement Attack, which amplifies the mag- 172

nitude of backdoor updates proportionally, thereby ensuring 173

the dominance of backdoor parameters in the global model 174

and enhancing the effectiveness of the attack. Furthermore, 175

they proposed the Semantic Backdoor Attack, which does 176

not require any modifications to the training samples but 177

instead leverages samples with specific semantic information 178

to activate the backdoor. This approach represents a more 179

stealthy form of backdoor. Inspired by this concept, [28] 180

introduces an edge-case backdoor attack that utilizes rare 181

samples (the tail of a dataset) to trigger the backdoor. The 182

Distributed Backdoor Attack (DBA) [29] decomposes a trigger 183

into multiple sub-triggers, with each attacker holding one of 184

these sub-triggers for data poisoning, significantly enhancing 185

the backdoor effectiveness in the global model. 186

In further developments, more advanced attacks [12], [16], 187

[30] suggest constructing the neuron activation path to unim- 188

portant or redundant neurons that are less frequently updated, 189

thereby preventing the backdoor from being promptly erased 190
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and enhancing its persistence. Most recently, Li et al. [31]191

presented 3DFed, which addresses three prominent defense192

strategies with corresponding attack modules and introduces193

an indicator mechanism to assess whether backdoor updates194

are incorporated into model aggregation. This allows for an195

adaptive adjustment of the attack strategy.196

Trigger-Optimized and Feature-Based Attacks. Recent197

advancements have explored trigger optimization and fea-198

ture manipulation to improve attack robustness. For instance,199

A3FL [10] adversarially adapts triggers against a simulated200

unlearning model, while Parasite [32] utilizes discriminative201

feature pushing-pulling to separate decision boundaries. Other202

optimization-based attacks, such as Silent Penetrator [33],203

F3BA [30], and CerP [34], aim to craft robust triggers to make204

attacks more covert and persistent. While these methods are205

highly innovative, they generally formulate the backdoor injec-206

tion as an end-to-end supervised classification task. This ap-207

proach can sometimes leave distinguishable out-of-distribution208

feature clusters. Recently, Li et al. [35] utilized Generative Ad-209

versarial Networks [36] to better mask these anomalies, though210

it introduces additional computational complexity. In contrast,211

SPA explores an alternative perspective: rather than relying on212

a supervised classification loss, it explicitly aligns dynamically213

optimized triggers directly with the intrinsic feature manifold214

of the target class, aiming to achieve stealth and persistence215

through natural feature integration.216

B. Backdoor Defenses in Federated Learning217

Defenses against backdoor attacks in federated learning can218

be broadly categorized into two main approaches. The first219

follows the spirit of anomaly detection. The core hypothesis220

of such methods is that poisoned local models are outliers that221

deviate significantly from benign models. Consequently, these222

methods aim to detect outliers by computing the discrepancies223

between model weights/gradients, model representations, or224

other metrics, and then exclude abnormal updates to mitigate225

poisoning attacks. Krum [20] selects only the local model226

with the smallest sum of squared Euclidean distances from227

its n − m − 2 nearest neighboring models to serve as the228

global model, where m is an upper bound on the number of229

malicious participants in FL. Multi-Krum [20] extends Krum230

by selecting multiple local models based on the Krum criterion231

and averaging the selected local models to form the global232

model. Foolsgold [19] assigns lower aggregation weights to233

updates with high pairwise cosine similarities, thereby miti-234

gating the impact of backdoor updates. RFLBAT [37] discrim-235

inates malicious models according to the difference between236

poisoned and clean updates in a low-dimensional projection237

space. Deepsight [21] aims to identify backdoor updates by238

measuring the fine-grained differences between model updates,239

generally assuming that the training data of backdoor models240

exhibits less heterogeneity than that of benign models. Back-241

doorIndicator [22] proposed the BackdoorIndicator (referred242

to as “Indicator” hereafter), which detects potentially poisoned243

models based on the OOD properties of backdoor samples.244

The second approach involves methods for mitigating back-245

doors, which primarily focus on suppressing or perturbing246

the magnitude of updates rather than detecting these mali- 247

cious models. The essence of these methods is to disrupt 248

the clustering of backdoor features in the model’s feature 249

space. FLAME [38] introduces noise to eliminate backdoors 250

based on the concept of differential privacy (DP) [39]. CRFL 251

[40] prunes and adds Gaussian noise to model parameters as 252

DP does, and utilizes smoothing techniques during testing, 253

thus providing robustness guarantees against backdoor attacks. 254

RLR [41] employs robust learning rates to update the global 255

model, applying a negative rate to dimensions with directional 256

disparities to mitigate the impact of malicious updates. 257

III. PROBLEM FORMULATION 258

A. Federated Learning 259

Federated Learning enables N clients to train a global 260

model w collaboratively without revealing local datasets. Un- 261

like centralized learning, where local datasets must be col- 262

lected by a central server before training, FL performs training 263

by uploading the weights of local models ({wk | k ∈ N}) 264

trained on the local dataset Dk = {(xk,i, yk,i)}nk
i=1 of size nk 265

to a parameter server. Specifically, the global training objective 266

is defined as follows: 267

w = argmin
w

N∑
k=1

λkLk(w,Dk), (1)

268

Lk(w,Dk) =
1

nk

nk∑
i=1

f(w, (xk,i, yk,i)), (2)

where w denotes the optimal global model parameters, 269

Lk(w,Dk) represents the average loss computed over the 270

dataset Dk for client k, (xk,i, yk,i) denotes the i-th sample 271

in Dk, and λk indicates the weight of the loss for client k. 272

At the t-th federated training round, the server randomly 273

selects a client set St where |St| = m and 0 < m ≤ N , 274

and broadcasts the current model parameters wt. The selected 275

clients perform local training in the following three steps: 276

• Global model download. All clients download the global 277

model wt from the server. 278

• Local training. Each client updates the global model by 279

training with their datasets: wt
k ← wt

k − η
∂Lk(w

t
k,b)

∂wt
k

, 280

where η and b refer to the learning rate and a local mini- 281

batch, respectively. 282

• Aggregation. After the clients upload their local models 283

{wt
k | k ∈ St}, the server updates the global model by 284

aggregating the local models. 285

wt+1 ← wt + AGG(wt
k|k ∈ St). (3)

Note that AGG(·) is the pre-defined aggregation method, such 286

as FedAvg [1]. 287

B. Threat Model 288

We build upon the attacks proposed in previous works 289

[10], [11], [29], [42], where the adversaries aim to inject 290

malicious functions, often referred to as hidden neural trojans, 291

into the global model. These neural trojans remain dormant 292

during normal operations but would be activated when specific 293
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pre-defined patterns, known as triggers, are present in the294

input data. Formally, let Fw denote a benign FL model and295

Fw̃ its backdoored counterpart. The attack objectives can be296

expressed as:297 {
Fw(x) = Fw̃(x)
Fw̃(x⊕ δ) = ytarget

, (4)

where x represents clean input data, δ is the trigger, and ytarget298

is the target label imposed by the adversary.299

In the FL setting, the adversary possesses complete control300

over the local training data of compromised clients and can301

arbitrarily alter the training process. Conventional approaches302

inject backdoors via end-to-end supervised training on poi-303

soned data. Specifically, for clean local samples Dk, the304

adversary poisons a fraction r of the data by incorporating305

triggers δ, yielding a backdoor dataset Db,k, such that Dk =306

Dc,k∪Db,k and |Db,k| = r·|Dk|. The adversary then optimizes307

a backdoored local model Fw̃k
by minimizing the loss:308

E(x,y)∼Dk
[ℓ(Fw̃k

(x), y)] = E(x,y)∼Dc,k
[ℓ(Fw̃k

(x), y)]

+E(x,ytarget)∼Db,k
[ℓ(Fw̃k

(x), ytarget)].
(5)

1) Adversaries’ Capability and Knowledge: The adversary309

controls the local training data and training procedure of310

the compromised client, but cannot access or modify any311

information related to benign participants, such as their local312

datasets, local models, or training processes. The adversary313

also has no prior knowledge of, and cannot manipulate, the314

aggregation rule employed by the central server. Following the315

standard FL protocol, when the compromised client is selected316

in a communication round, it receives the current global model317

broadcast by the server and performs local training on this318

model. Therefore, the adversary can use the received global319

model and its intermediate representations during local train-320

ing, but does not obtain any additional server-side information321

beyond what a selected client normally observes. We further322

assume that the compromised client has access to a small323

number of local samples from the target class. To simulate a324

more realistic scenario and address the limitations of existing325

studies that assume multiple malicious clients or continuous326

attacks, we focus on a setting where the adversary controls327

only a single client, and this client participates in training for328

only a limited number of communication rounds.329

Note that the dynamic trigger optimization in SPA is per-330

formed locally by the compromised client using the received331

global model. It does not require additional communication332

with the server or changes to the FL protocol, but it in-333

troduces extra local computation for optimizing the trigger334

before backdoor injection. Moreover, deployments that prevent335

selected clients from accessing the plaintext global model or336

its intermediate features during local training are outside the337

scope of our threat model.338

IV. METHODOLOGY339

A. Attack Intuition and Overview340

1) Key Intuition: As established in our introduction, con-341

ventional backdoor injection, formulated in Eq. (5), creates a342

fundamental conflict with the principles of Federated Learning.343

By forcing a malicious client to solve a secondary, supervised 344

task, this approach gives rise to the Task-Divergence Anomaly 345

( Observation 1 ). The resulting model updates are statisti- 346

cally divergent from the primary collaborative objective, mak- 347

ing them vulnerable to server-side defenses. Our key intuition 348

is to circumvent this anomaly entirely. Instead of creating a 349

conflicting task that causes feature disentanglement, a more 350

intuitive idea is to directly establish a relationship between the 351

trigger features and the target class feature representation. In 352

other words, the goal is to directly manipulate the feature space 353

so that the model is tricked into perceiving trigger-embedded 354

inputs as authentic members of the target class. By integrating 355

the backdoor logic into the feature manifold of the primary 356

task, rather than treating it as a separate objective, we can 357

ensure the resulting model updates align with the collaborative 358

training process, thus achieving stealthiness. 359

2) Overview: As illustrated in Figure 2, our approach, 360

denoted as SPA, consists of two key components: backdoor 361

injection and backdoor enhancement. 362

• In the backdoor injection module, SPA directly establishes 363

the connection between the trigger feature and the target 364

class feature via feature alignment, so that the feature 365

embeddings of trigger-embedded samples closely resem- 366

ble those of the target class samples, thereby inducing 367

model misclassification. Furthermore, we extract clean 368

knowledge from the frozen global model to preserve the 369

utility of the backdoor model. 370

• In the backdoor enhancement module, considering that 371

aligning a fixed trigger with the high-dimensional, evolv- 372

ing features of the target class is inherently difficult. 373

We search for adversarial noise from the global model 374

feature space that can inherently steer the predictions of 375

the global model towards the target label as the backdoor 376

trigger, making the backdoor more effective and durable. 377

B. Backdoor Injection 378

In the FL setting, each selected participant in round t re- 379

ceives the global model wt distributed by the server. Following 380

the intuition outlined in Section IV-A, we do not establish a 381

direct connection between backdoor features and target labels 382

in an end-to-end manner. Instead, we focus on creating a 383

strong association between backdoor features and the feature 384

representation of the target class. A straightforward and effec- 385

tive approach is to pull the feature embeddings of backdoor 386

samples closer to those of the target class samples, thereby 387

deceiving the model into perceiving the trigger features as 388

belonging to the target class features. 389

Specifically, the attackers filter out the sample subsets Dtarget 390

whose labels correspond to the target class ytarget from their 391

local dataset Da. x⊕ δ indicates embedding the trigger δ into 392

an input sample x, referred to as a poisoned sample. To ensure 393

the effectiveness of the backdoor, the attacker manipulates 394

the global model so that it generates strongly similar feature 395

embeddings for any poisoned samples and the target sample, 396

thereby effectively establishing a strong correlation between 397

the trigger features and the features of the target class. Such 398

a correlation would indirectly cause the backdoored model to 399
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Fig. 2. Workflow of SPA. 1⃝ Download the current global model from the server. 2⃝ Generate a trigger tailored to the global model via adversarial dynamic
trigger optimization. 3⃝ Inject the backdoor through feature-space alignment with the optimized trigger. 4⃝ Upload the backdoored update to the server.

predict the labels desired by the attacker for trigger-embedded400

samples. Formally, we denote the feature embedding output of401

the manipulated global model w̃t at the t-th round as Fw̃t and402

the feature-space alignment objective is defined as follows:403

Lalign =
1

|Da| · |Dtarget|
∑
x∈Da

∑
xp∈Dtarget

d(Fw̃t(x⊕δ),Fw̃t(xp)).

(6)

Here, d(·, ·) represents a distance metric between two fea-404

ture embeddings. Typically, the L2-norm is applied to reduce405

the distance between backdoor and target feature representa-406

tions. However, in the FL scenario, the feature space of the407

global model is constantly evolving, and backdoor embeddings408

are often high-dimensional and contain some extreme values409

that are challenging to minimize effectively. Moreover, we lack410

precise control over whether backdoor features move closer411

to the target features or the opposite, potentially disrupting412

the feature embeddings of the clean target class. To address413

these limitations, we introduce the sliced-Wasserstein distance414

inspired by [43], a variant of the Wasserstein distance that is415

well-suited for measuring high-dimensional data and providing416

a more robust metric to efficiently handle complex distribu-417

tions.418

Wsliced (Fc,Fb) =
(

1
S

∑S
s=1

∫ 1

0
∥Fs

c (z)−Fs
b (z)∥2 dz

)1/2

,

(7)
where S is the number of one-dimensional directions (denoted419

by the randomly sampled unit vectors). Fs
c and Fs

b represent420

the projections of the clean and poisoned embeddings into421

one-dimensional data points along the direction of slice s,422

respectively.423

Furthermore, we must ensure the utility of the backdoored424

model, meaning it achieves classification accuracy on clean425

data comparable to that of the global model, thus enhancing426

the stealthiness of the backdoor. To achieve this, we employ427

a distillation-like method to transfer effective knowledge of428

clean features to the backdoor model, preserving its perfor-429

mance on clean data. Specifically, we freeze the global model430

obtained in the current training round as a teacher model and431

denote its feature embedding output as Fwt . During backdoor 432

feature alignment, we constrain the backdoored model to 433

produce embeddings on trigger-free samples similar to those 434

of the teacher model. Formally, we define a utility loss to 435

quantify this objective: 436

Lutility =
1

|Da|
∑
x∈Da

d(Fw̃t(x),Fwt(x)), (8)

Finally, the backdoor injection process can be formulated as 437

the following optimization problem: 438

argmin
w̃t
L = Lalign + λLutility. (9)

C. Backdoor Enhancement 439

While the feature-space alignment strategy effectively ad- 440

dresses the Task-Divergence Anomaly ( Observation 1 ), its 441

success hinges on the nature of the trigger itself. As we 442

established in our discussion of the Fixed-Trigger Challenge 443

( Observation 2 ), using a static trigger is ineffective in FL’s 444

dynamic environment. Specifically, it is highly susceptible to 445

the “backdoor shortcut” phenomenon, which risks collaps- 446

ing our stealthy alignment strategy back into a detectable, 447

supervised-like task. Therefore, to ensure robust and persistent 448

attacks, we must move beyond both the conventional learning 449

objective and the static trigger design. 450

Specifically, we introduce an adversarial dynamic trigger 451

optimization method to enhance the effectiveness of backdoor 452

attacks. This method aims to better integrate backdoor triggers 453

into the target feature space, ensuring the backdoor remains 454

robust and persistent even throughout the ongoing FL process. 455

Specifically, the attacker has access to the current global model 456

wt. Inspired by the concept of adversarial examples, we aim to 457

search for adversarial noise in the feature space that biases the 458

predictions of the global model toward the target class desired 459

by the attacker. This adversarial noise represents naturally 460

occurring perturbations within the target class of the global 461

model, which is an inherent vulnerability in the global model 462

that can function as a “natural backdoor”. Such a backdoor 463

is robust and difficult to eliminate with the iteration of FL 464
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communication, as it aligns closely with the model’s intrinsic465

feature representations. By leveraging feature-space alignment,466

the model can be misled into learning these robust backdoor467

features as part of the normal feature manifold of the target468

class. The optimization of the backdoor trigger can be formally469

defined and quantified using the following loss function:470

Lenhance = −
1

|Da|
∑
x∈Da

C∑
i=1

ytarget,i log (Fwt(x⊕ δ)i) , (10)

where C is the number of categories and Fwt denotes the471

model outputs.472

In the domain of adversarial machine learning, Lp norms,473

such as the L∞ norm, are commonly used to regulate the474

magnitude of adversarial noise, i.e., ∥δ∥∞ ≤ ε. This approach475

operates within the input space, specifically at the pixel476

level, where it limits the size of perturbations to ensure they477

remain visually imperceptible to human observers. Despite478

its widespread use, this strategy exhibits inherent limitations,479

as it may not effectively govern the behavior of the model480

within the feature space, where higher-level representations are481

encoded. Furthermore, the fixed Lp constraint lacks flexibility,482

requiring manual adjustment of the perturbation amplitude483

threshold (e.g., ε value) to balance the effectiveness and484

invisibility of the perturbation. This becomes particularly485

challenging in the dynamically evolving FL scenarios.486

To address these shortcomings, we propose an innovative487

approach that constrains the magnitude of adversarial pertur-488

bations through feature consistency. Specifically, we enforce489

a condition whereby samples augmented with triggers retain490

a high degree of similarity to their original counterparts491

within the feature space. Such strategies enable attackers to492

dynamically adjust the strength of the backdoor by lever-493

aging the most recent global model, thereby enhancing the494

stealthiness of the attack while maintaining its efficacy. To495

quantify this similarity, we adopt the projection distance, a496

metric that emphasizes the directional alignment of features497

while remaining insensitive to variations in their magnitudes.498

The projection distance is formally defined as:499

dproj(a, b) =

∥∥∥∥a− a · b
∥b∥2

b

∥∥∥∥
2

. (11)

This measure ensures that the features of perturbed samples500

are distributed along the principal direction associated with a501

given class, rather than being forcibly aligned with a specific502

individual sample. As a result, the constraint imposed on the503

trigger can be articulated as:504

Lconsist =
1

|Dtarget|
∑

xp∈Dtarget

dproj (Fwt(xp),Fwt(xp ⊕ δ)) .

(12)
It is imperative to note that we restrict feature alignment505

to only the target class samples within each batch, rather506

than applying it universally to all samples. This selective507

alignment serves a dual purpose: it effectively limits the508

magnitude of the perturbations, ensuring their subtlety, while509

simultaneously guiding the trigger features to converge toward510

the feature distribution characteristic of the target class. By511

Algorithm 1: SPA Algorithm
Input: Current global model parameters wt, the data

of malicious client Da.
Output: The backdoored model w̃t.

1 Malicious Client Execution:
2 Freeze global model and embeddings: Fwt , Fwt ;
3 Initialize the backdoor model: w̃t ← wt ;
// Backdoor Enhancement Phase

4 δ ← Initialize random perturbation;
5 if this is the first attack round then
6 δ ← Initialize random perturbation;

7 else
8 δ ← Load trigger δ from previous attack round;

9 for optimization step i ∈ [1, 2, · · · , I] do
10 for batch

ba = {(x, y)} ∈ Da, bp = {(x, y)} ∈ Dtarget do
11 Lenhance ←

− 1
|ba|

∑
x∈ba

∑C
i=1 ytarget,i log(Fwt(x⊕ δ)i);

12 Lconsist ←
1

|bp|
∑

xp∈bp
dproj(Fwt(xp),Fwt(xp ⊕ δ));

13 L ← Lenhance + βLconsist;
14 δ ← δ − ηδ∇δL;

// Backdoor Injection Phase

15 for each local epoch e ∈ [1, 2, · · · , Eattack] do
16 for batch

ba = {(x, y)} ∈ Da, bp = {(x, y)} ∈ Dtarget do
17 Lalign ←

1
|ba|·|bp|

∑
x∈ba

∑
xp∈bp

Wsliced(Fw̃t(x⊕
δ),Fw̃t(xp));

18 Lutility ← 1
|ba|

∑
x∈ba
Wsliced(Fw̃t(x),Fwt(x));

19 L ← Lalign + λLutility;
20 w̃t ← w̃t − η∇L;

21 return w̃t

integrating these principles, our approach not only enhances 512

the stealthiness of adversarial perturbations but also ensures 513

their robustness and adaptability in practical attack scenarios. 514

Finally, the backdoor enhancement process can be formulated 515

as the following optimization problem: 516

argmin
δ
L = Lenhance + βLconsist. (13)

Notably, this optimization is a continuous process. If an 517

attacker is selected for the first time, the trigger δ is initialized 518

from a random perturbation. In subsequent rounds, the op- 519

timization resumes from the attacker’s previously optimized 520

local trigger, allowing it to co-evolve with the system. Ac- 521

cordingly, the overall SPA algorithm for an attacker can be 522

summarized in Algorithm 1. 523

V. EXPERIMENTAL EVALUATION 524

In this section, we rigorously evaluate the efficacy of SPA 525

against the SOTA defenses through comprehensive experi- 526

ments. The detailed setups are listed as follows: 527
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Datasets and Models: We evaluate SPA on four widely-528

used datasets: CIFAR-10, CIFAR-100 [44], GTSRB [45] and529

SVHN [46]. ResNet18 [47] is employed as the default model530

architecture, which is a classic and effective model for image531

classification. Besides, we also evaluate the performance of532

SPA under different model architectures, including ResNet34,533

VGG11, VGG19, and MobileNet-V2.534

Federated Learning Setup: Our experiment implements535

all the tasks in the FL system, running image classification536

tasks using FedAvg on a single machine using an NVIDIA537

GeForce RTX 3090 GPU with 24GB of memory. At each538

communication round, the server randomly selects ten clients539

to contribute to the global model while the total number of540

clients is 100. Following previous research [48], we randomly541

split the dataset over clients in a non-IID manner, using542

Dirichlet sampling with the parameter α set to 1 by default. We543

also evaluate the impact of data heterogeneity by adjusting the544

value of α. During the training process, each selected client545

trains the local model for two local epochs using the SGD546

optimizer with a learning rate of 0.01. The FL training process547

continues for 2,100 communication rounds.548

Attack and Defense Setups: To compare the effectiveness549

of SPA with SOTA methods, we conduct experiments against550

A3FL [10], Chameleon [13], Neurotoxin [12], DBA [29],551

PGD [42], and Vanilla [11]. Among these methods, A3FL,552

Chameleon, and Neurotoxin are designed to implant more553

persistent backdoors. For trigger-optimization-based backdoor554

attacks, namely SPA and A3FL, we configure each attacker to555

optimize their trigger pattern using PGD [42] with a step size556

of 0.001. For other attacks, we adhere to their original exper-557

imental configurations. To simulate more realistic scenarios,558

the attack window begins at the 2000th round and continues559

for 100 rounds, forcing attackers to adapt to random client560

selection. Unless otherwise specified, the number of attackers561

is set to 1, which means that the attack window is selected562

approximately 10 times. Additionally, we explore the impact563

of various attack scenarios.564

We also evaluate those attacks against six SOTA defenses:565

Multikrum [20], Deepsight [21], Foolsgold [19], Rflbat [37],566

Flame [38] and Indicator [22]. For those attacks and defense567

methods, we follow the original implementations. Moreover,568

we also verified the robustness of SPA against the SOTA DP-569

based backdoor defense method CRFL [40].570

Evaluation Metrics: Following previous works, we eval-571

uate the performance of SPA with two metrics: ❶ attack572

success rate (ASR), which is the ratio of backdoored inputs573

misclassified by the backdoor model as the target labels:574

ASR =
#successful attacks

#total trials
, (14)

and ❷ the accuracy of the main classification task on normal575

samples (ACC). Note that we report the mean ASR of all the576

attackers on the global model at the end of FL. A stealthy577

and persistent attack in FL is characterized by its ability578

to maintain the model’s original ACC while ensuring that579

the ASR either remains stable or experiences only minimal580

degradation throughout the FL iterations. These enable the581

attack to remain undetected by defense mechanisms while582
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Fig. 3. Confusion matrix of clean models and backdoor models.

maintaining its effectiveness over extended training periods. To 583

evaluate the persistence of our attack, we introduce lifespanτ , 584

defined as the number of FL rounds from the end of the 585

attack window until the ASR first drops below a threshold τ . 586

Unless otherwise specified, we set τ = 60%. We repeated the 587

experiment five times using different random seeds to ensure 588

the robustness and reliability of the results. 589

A. Attack Performance 590

Comparison with SOTA Methods. Table I reports a com- 591

prehensive comparison between SPA and five state-of-the-art 592

backdoor attacks in FL under multiple defense mechanisms. 593

To emulate challenging, realistic conditions, we use a single 594

attacker that participates intermittently via random selection, 595

with an attack window restricted to rounds 2000–2100; under 596

this setting, the attacker is selected approximately 10 times. 597

Because DBA requires at least two attackers to train distinct 598

local triggers, we exclude it from this section. We evaluate six 599

widely adopted backdoor defenses and a no-defense baseline. 600

Best results are in bold, and second-best are marked with 601

an asterisk ∗. Overall, SPA attains superior or near-superior 602

performance across all datasets, sustaining ASR above 98% 603

while bypassing all defenses. It also exhibits minimal impact 604

on ACC, ranking among the top methods on this metric. 605

Impact on Target Class Accuracy. We further assess 606

whether SPA compromises the model’s natural recognition of 607

the target class. By design, SPA encourages the model to 608

internalize trigger patterns as legitimate components of the 609

target class features, raising a concern that high ASR could 610

induce over-reliance on triggers at the expense of genuine class 611

cues. To examine this, we compare confusion matrices before 612

and after the attack on CIFAR-10 (10,000 test samples; 1,000 613

per class), setting class 0 as the target and applying triggers 614

only to class 5 at test time. As shown in Figure 3, the number 615

of correctly classified target-class samples differs by only three 616

between the clean and attacked models, while triggered class-5 617

samples are consistently misclassified as class 0. These results 618

indicate that SPA preserves the model’s intrinsic discriminative 619

ability for the target class while achieving strong backdoor 620

efficacy, without inducing over-reliance on trigger features. 621

T-SNE Visualization. We further use T-SNE to analyze 622

feature distributions under different attacks. Specifically, we 623

poison 10% of the CIFAR-10 test set and feed them into back- 624

doored models, then visualize the resulting representations. In 625

Figure 4, black points denote triggered samples, while colored 626

points denote benign samples from each class. Benign samples 627

form well-separated clusters, whereas triggered samples form 628

distinct clusters. Traditional supervised methods directly asso- 629

ciate target labels with backdoor features, producing compact, 630
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TABLE I
PERFORMANCE COMPARISON OF ATTACK METHODS UNDER SIX SOTA DEFENSES.

Dataset Attack Vanilla PGD Neurotoxin Chameleon A3FL SPA

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

CIFAR-10

Nodefense 92.21 67.03 92.05 67.32 92.25* 63.79 91.73 48.78 92.04 98.86* 92.55 99.91
Deepsight 92.08 65.41 92.06 60.58 92.14 54.24 92.19 36.40 92.41* 96.73* 92.66 99.88
Foolsgold 90.34 61.49 90.89* 62.67 90.20 76.88 90.23 42.10 90.28 98.86* 91.32 99.14
Indicator 89.32 3.51 84.58 11.27 87.14 12.67 83.54 2.22 90.52* 53.90* 91.14 98.31

Multikrum 92.45 0.40 92.16 0.71 92.10 0.18 92.31 0.34 91.54 96.03* 92.37* 99.96
Rflbat 88.29 83.41 87.63 80.17 87.25 30.92 87.43 25.12 89.76 98.59* 89.14* 99.29
Flame 92.34 0.26 92.35 0.20 92.44 0.21 92.52* 0.28 92.41 98.60* 92.52 99.92

CIFAR-100

Nodefense 71.25 71.31 70.74 77.65 71.14 74.74 71.91 33.09 71.55 97.45* 71.63* 99.97
Deepsight 70.98 78.22 71.03 73.44 71.17 70.62 71.69 31.23 71.72* 99.95 71.83 99.86*
Foolsgold 70.51 72.69 70.62 85.58 70.49 75.52 71.66* 36.01 71.02 98.62* 71.94 99.45
Indicator 69.46 0.14 60.02 0.29 66.04 0.27 61.27 0.11 69.6* 98.28* 70.51 98.99

Multikrum 71.66 0.11 71.94 0.15 71.65 0.13 71.76 0.20 71.97 94.84* 71.95* 99.32
Rflbat 63.76 51.6 63.10 58.9 64.12 64.32 62.48 3.92 64.3* 98.64* 68.18 98.89
Flame 72.29* 0.15 72.18 0.13 72.05 0.10 72.12 0.12 72.02 95.20* 72.86 99.38

GTSRB

Nodefense 96.71 98.73 96.64 98.81 96.64 98.62 96.81 96.33 96.68 99.02* 96.79* 99.57
Deepsight 96.41 81.89 96.78 98.80 96.88 98.45 96.56 97.62 96.54 98.99* 96.83* 99.05
Foolsgold 96.68 98.01 96.67 98.49 95.73 97.28 96.77* 97.05 96.66 99.37* 96.95 99.87
Indicator 95.14 86.21 90.19 95.54 90.53 88.33 92.04 5.96 89.38 77.15 94.59* 100.00

Multikrum 96.71* 0.01 96.67 0.00 96.51 0.00 96.67 0.02 96.60 98.18* 96.97 98.72
Rflbat 94.40 97.95 95.92* 97.71 94.52 99.36 94.29 96.88 95.10 100.00* 96.08 100.00
Flame 96.43 0.01 96.52 0.00 96.58* 0.01 95.92 5.95 96.47 98.54* 96.95 99.45

SVHN

Nodefense 92.91 58.93 92.68 52.31 92.67 59.61 92.68 49.29 93.41* 99.07* 93.61 99.76
Deepsight 93.51* 50.79 92.76 45.87 92.63 45.46 92.66 14.00 93.12 98.46* 93.56 99.26
Foolsgold 92.77* 65.32 92.50 61.61 92.37 57.27 92.51 46.68 92.56 98.21* 92.86 99.54
Indicator 90.42 1.85 89.69 8.76 88.2 25.00 90.89 2.04 91.01* 97.37* 91.25 98.76

Multikrum 93.00 0.89 92.48 1.11 93.15* 0.83 93.05 0.90 92.82 93.46* 93.38 99.28
Rflbat 86.13 38.83 89.70* 16.88 87.25 30.92 87.43 25.12 88.74 97.14* 90.05 99.29
Flame 92.50 1.29 92.38 1.38 92.41 1.36 92.50 1.29 92.62* 96.71* 92.88 98.57

(a) Vanilla (b) PGD (c) Neurotoxin (d) Chameleon (e) A3FL (f) SPA

Fig. 4. T-SNE visualization of SPA compared with five attacks.

isolated backdoor clusters that are OOD relative to benign631

clusters, making them susceptible to OOD-based defenses. In632

contrast, SPA yields backdoor clusters that lie near the target-633

class cluster, encouraging the model to treat trigger patterns634

as legitimate components of the target class. This blurs the635

boundary between backdoor and target-class features, enabling636

more natural integration and allowing the attack to evade637

defenses that rely on detecting anomalous feature clusters.638

Stealthiness Analysis. To provide a deeper mechanistic639

understanding of why SPA bypasses existing defenses, we640

quantitatively analyze the attack’s stealthiness. In the context641

of FL, stealthiness inherently requires the malicious updates642

to be statistically indistinguishable from benign ones, thereby643

evading anomaly-based detection. First, we compare the up-644

date norms of SPA with those of benign clients by measuring645

the L2 norm of the difference between the locally updated646

models and the global model. As illustrated in Fig. 5 (where647

the attacker, client 0, is highlighted in red), the magnitudes of648

the malicious updates remain strictly within the normal range649

of benign updates across varying degrees of data heterogene- 650

ity. This indistinguishability in update magnitude provides a 651

direct quantitative explanation for the failure of gradient-based 652

defenses that rely on the assumption that backdoor gradients 653

exhibit significant magnitude deviations. 654

Furthermore, we evaluate the detection performance using 655

True Positive Rate (TPR) and False Positive Rate (FPR). 656

TPR reflects the proportion of correctly identified malicious 657

clients, while FPR represents the proportion of benign clients 658

incorrectly classified as malicious. In this setup, a single 659

attacker is randomly selected but forced to be chosen exactly 660

10 times during the attack window (rounds 2000 to 2100). As 661

presented in Table II, the attacker is flagged and excluded from 662

aggregation on only a very limited number of occasions. How- 663

ever, only limited aggregation participations are sufficient to 664

implant the backdoor. Additionally, we observe that increasing 665

the degree of data heterogeneity leads to a higher FPR. This 666

highlights a severe limitation of existing detection methods, 667

further demonstrating they struggle to maintain robustness in 668
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TABLE II
PERFORMANCE OF DETECTION METHODS UNDER DIFFERENT DEGREES OF DATA HETEROGENEITY.

Dir(α) 0.5 1 10

Method ACC ASR TPR FPR ACC ASR TPR FPR ACC ASR TPR FPR

No-defense 91.56 99.65 - - 92.55 99.91 - - 92.59 99.17 - -
Deepsight 92.04 99.97 20.00 63.50 92.66 99.88 10.00 59.80 92.80 99.24 10.00 52.30
Foolsgold 90.34 99.56 20.00 46.30 91.32 99.14 30.00 43.20 90.40 98.82 0.00 47.20
Indicator 90.64 98.63 0.00 15.30 91.14 98.31 10.00 23.00 91.27 98.66 20.00 26.10

Multikrum 91.86 99.71 20.00 31.20 92.37 99.96 20.00 34.10 91.56 99.81 10.00 37.60
Rflbat 88.95 99.35 20.00 9.20 89.14 99.29 0.00 9.60 89.12 99.38 20.00 10.70
Flame 92.05 99.67 10.00 29.50 92.52 99.92 10.00 35.20 92.60 99.25 30.00 36.80

Note: TPR and FPR are reported in percentage (%)
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Fig. 5. Comparison of update norms between benign and malicious gradients.
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Fig. 6. Persistence evaluations under no defenses.

practical, heterogeneous FL environments.669

Persistence Analysis. We further evaluated the durability670

of SPA by comparing its persistence with baseline methods.671

The attack window remained fixed at rounds 2000–2100. To672

boost ASR during this phase, we used three malicious clients673

(still sampled randomly each round) and extended training to674

3000 rounds. We also included DBA, in which three attackers675

trained distinct local triggers that were ultimately combined676

into a global trigger. Figure 6 reports results without defenses.677

We observed that SPA exhibits substantially longer persistence,678

sustaining ASR above 90% for more than 900 rounds after679

the attack window. In contrast, all baselines except A3FL680

show rapid ASR decay. This degradation reflects a limitation681

of conventional end-to-end backdoors, whose abnormal gra-682

dients are diluted by benign updates during aggregation. By683

TABLE III
RESULTS ON DIFFERENT NON-IID SETTINGS.

Dataset 0.5 1 5 10 1000

CIFAR 10 ACC 91.56 92.55 92.62 92.59 92.88
ASR 99.65 99.91 99.42 99.96 100.00

CIFAR 100 ACC 71.59 71.63 71.68 71.78 71.82
ASR 99.24 99.97 100.00 99.76 99.85

GTSRB ACC 96.28 96.79 96.81 96.91 96.86
ASR 99.46 99.57 99.53 100.00 100.00

SVHN ACC 92.16 93.61 93.72 93.76 93.94
ASR 99.42 99.76 99.86 100.00 99.96

comparison, SPA embeds backdoor features as supplementary 684

knowledge within the target-class feature space, aligning with 685

FL’s objective of aggregating distributed knowledge. A3FL 686

achieves comparable persistence via adversarial training with 687

unlearning, but at considerable computational cost, limiting 688

practicality. Experiments under diverse defense mechanisms 689

illustrated in Figure 7 further confirm the superior durability 690

of SPA, which consistently maintains high attack effectiveness 691

across defenses. Collectively, these results show that our 692

feature-space alignment yields both stealth and persistence by 693

integrating backdoor features as complementary knowledge. 694

Non-IID Data Distributions. In this section, we explore the 695

impact of non-IID. Following existing work [48], we employ 696

the Dirichlet distribution Dir(α) to model varying degrees 697

of data heterogeneity, where smaller α values correspond to 698

higher data heterogeneity. Specifically, we varied α across 699

values of 0.5, 1, 5, 10, and 1000 across four datasets, with 700

α = 10 representing the IID scenario. 701

B. Applicability Analysis 702

As demonstrated in Table III, SPA exhibits remarkable 703

robustness against varying data distributions, maintaining con- 704

sistent performance across all tested conditions. The primary 705

challenge introduced by non-IID lies in the reduced availability 706

of target class samples for attackers. Nevertheless, our trigger 707

enhancement mechanism enables effective backdoor feature 708

learning even when target class samples are scarce. This 709

resilience stems from the nature of our optimized trigger 710

features, which inherently represent noise features near the tar- 711

get class decision boundary, thereby facilitating easier feature 712

alignment with the target class using a few target samples. 713

Impact of Adversary Number. To evaluate the practical 714

applicability of our method in real-world scenarios where 715
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Fig. 7. Comparison of persistence performance under different defense methods.
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(a) Results on CIFAR-10 dataset.
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(b) Results on CIFAR-100 dataset.
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(c) Results on GTSRB dataset.
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(d) Results on SVHN dataset.

Fig. 8. Comparison of performance under a varying number of malicious clients on four datasets.

TABLE IV
PERFORMANCE OF SPA WITH DIFFERENT MODEL ARCHITECTURE.

Dataset Metric ResNet18 ResNet34 VGG11 VGG19 MobileNet-V2

CIFAR-10 ACC 92.55 93.89 91.14 92.07 85.72
ASR 99.91 99.96 99.21 99.50 97.67

CIFAR-100 ACC 71.63 73.42 70.58 71.88 69.83
ASR 99.97 100.00 98.62 99.82 98.19

GTSRB ACC 96.79 97.94 96.91 97.15 96.15
ASR 99.57 100.00 99.86 100.00 99.03

SVHN ACC 93.61 94.24 91.21 93.45 88.97
ASR 99.76 100.00 98.96 99.24 98.23

attackers typically cannot control multiple participants, we716

investigate the impact of varying numbers of malicious clients717

on attack effectiveness. Our experiments systematically assess718

different attack methods across four benchmark datasets with719

the number of attackers ranging from 1 to 5, while maintaining720

all other parameters at their default configurations.721

The experimental results, as illustrated in Figure 8, re-722

veal several important insights. Generally, as the number of723

malicious participants under attacker control increases, the724

ASR of backdoor attacks on the global model also increases,725

accompanied by a modest decline in ACC. Notably, SPA726

achieved an ASR exceeding 90% with just a single malicious727

participant, whereas most baseline attack methods achieved728

only approximately 70% ASR under the same conditions.729

This superior performance demonstrates that our approach is730

significantly more applicable to real-world scenarios where731

controlling multiple participants is impractical.732

TABLE V
PERFORMANCE OF SPA WITH TRANSFORMER ARCHITECTURE.

Dataset Defense Vision Transformer
ACC ASR

CIFAR-10

Nodefense 84.75 98.25
Deepsight 84.68 97.76
Foolsgold 84.81 98.26
Indicator 83.84 98.34

Multikrum 84.47 98.21
Rflbat 82.96 97.73
Flame 84.78 98.23

TABLE VI
RESULTS ON AUDIO RECOGNITION TASKS.

Data No-attack SPA

ACC ACC ASR lifespan60%

SpeechCommands 95.79 95.52 99.12 900
UrbanSound8K 72.88 72.71 99.56 900

Impact of Different Model Architectures. Given that SPA 733

operates by aligning representations in the feature space, its 734

efficacy may be architecture-dependent. To evaluate its gener- 735

alizability, we tested SPA across five widely-used image classi- 736

fication architectures: ResNet18, ResNet34, VGG11, VGG19, 737

and MobileNet-V2. All other experimental parameters were 738

held constant. The results, presented in Table IV, demonstrate 739

that SPA is robust across diverse architectures. While the ACC 740

naturally varies between models, the ASR remains consistently 741

high in all cases. We also observed a positive correlation 742
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TABLE VII
PERFORMANCE UNDER DIFFERENT TOTAL NUMBER OF PARTICIPANTS AND

LARGER MODEL.

|St| Model 100 500 1000

ACC ASR ACC ASR ACC ASR

10
ResNet18 92.55 99.91 92.12 98.59 92.25 99.01
ResNet50 92.91 99.88 92.70 98.39 92.81 98.05

ResNet101 93.65 99.89 93.45 99.57 93.52 99.06

20
ResNet18 92.35 99.23 92.11 98.20 92.92 98.15
ResNet50 92.69 99.96 92.71 99.37 93.01 98.92

ResNet101 93.59 99.52 93.21 99.24 93.31 99.02

between a model’s ACC and the resulting ASR. This suggests743

that models with superior representation capabilities form744

more distinct and well-defined feature manifolds for each745

class, which contributes to alignment-based attack.746

Furthermore, we evaluated the effectiveness of SPA on747

architectures beyond CNNs, specifically Vision Transformers748

(ViTs), which operate via global self-attention rather than749

local convolutional kernels. Experiments were conducted on750

the CIFAR-10 dataset, with the results presented in Table751

V. The findings indicate that SPA remains effective on ViT-752

based models, consistently maintaining both attack efficacy753

and stealth under various defense mechanisms. This suggests754

that the alignment enforced by SPA operates within a high-755

level latent feature space, remaining largely agnostic to the756

specific underlying feature extraction mechanism.757

Audio Recognition Tasks. To demonstrate the cross-758

domain generalizability of SPA beyond computer vision, we759

extend our evaluation to the audio domain using two bench-760

mark datasets: SpeechCommands and UrbanSound8K. The FL761

configurations remain consistent with those in our previous762

setups, with MobileNet-V2 adopted as the backbone model.763

For trigger injection, learnable perturbations are introduced764

directly onto the Mel-spectrograms of the audio inputs. As765

shown in Table VI, the results indicate that SPA is not confined766

to CV tasks but generalizes effectively to other modalities.767

More Realistic FL Scenarios. In this section, we inves-768

tigate the performance of SPA under more realistic federated769

learning settings. We scale up our experiments by adopting770

larger models, namely ResNet-50 and ResNet-101, and by771

increasing the total number of participants to 500 and 1000,772

with 10 or 20 clients selected for aggregation in each round.773

A single attacker is present and is randomly selected exactly774

10 times during the attack window. Experimental results are775

presented in Table VII. The findings demonstrate that SPA776

maintains high attack effectiveness even with larger models777

and larger-scale FL deployments. However, a prerequisite for778

success is that the attacker must be selected for aggregation.779

Notably, although we enforce 10 selections, our monitoring780

reveals that the backdoor is successfully implanted into the781

global model (with ASR exceeding 98%) after only 4 to782

5 selections. This stands in stark contrast to existing attack783

methods, which typically require the attacker to be contin-784

uously selected over many rounds to achieve comparable785

effectiveness.786

Robustness to DP-based Defenses. In this section, we787

evaluate the resilience of SPA against a DP-based defense.788

Within the CRFL framework, we implement this defense by789
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Fig. 9. Attack performances with different σ.
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Fig. 10. T-SNE visualization of features under multi-label scenarios.

first clipping client updates to a threshold of 1, and then 790

adding Gaussian noise z ∼ N (0, σ2I), where we vary σ 791

from 0.001 to 0.01. As depicted in Figure 9, the results 792

indicate that the DP mechanism is largely ineffective against 793

SPA. While greater noise intensity σ degrades ACC, it fails 794

to meaningfully reduce the ASR. The reason for this failure 795

lies in the fundamental mismatch between the defense and 796

attack methodologies. DP is designed to prevent the model 797

from memorizing a few anomalous samples by injecting noise, 798

which is effective against traditional backdoors relying on 799

strong, explicit trigger-label associations. In contrast, SPA 800

employs feature alignment to make the trigger’s features 801

indistinguishable from the target class’s natural features. This 802

camouflages the backdoor within the model’s normal feature 803

space, and the noise from DP cannot disrupt this subtle, 804

distributional alignment without being scaled to a level that 805

would destroy the model’s overall utility. 806

C. Different Attack Settings 807

Multi-label Attack Scenario. Traditional FL backdoor 808

attacks often assume a single attacker controlling multiple 809

colluding clients with a shared target label. In practice, multi- 810

ple attackers may control different clients and target different 811

labels, resulting in multi-label attacks. We evaluate this setting 812

by configuring three attackers with distinct targets (labels 0, 813

1, and 2) and report the average performance across all three. 814

As shown in Table VIII, methods such as Vanilla, PGD, 815

Neurotoxin, and Chameleon occasionally allow one attacker 816

to achieve ASR above 90%, yet their average ASR remains 817

low, indicating that typically only one attacker successfully 818

compromises the model. In contrast, both A3FL and SPA 819

enable all three attackers to achieve high ASR simultaneously. 820

To probe the underlying mechanisms, we visualize T-SNE pro- 821

jections of feature representations for Vanilla, A3FL, and SPA 822

as shown in Figure 10. For Vanilla, end-to-end training im- 823

poses multiple OOD objectives within a shared feature space, 824

causing interference among attackers and exposing OOD cues 825

This article has been accepted for publication in IEEE Transactions on Information Forensics and Security. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TIFS.2026.3714266

© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Nanjing University. Downloaded on July 18,2026 at 00:12:24 UTC from IEEE Xplore.  Restrictions apply. 



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021 12

TABLE VIII
PERFORMANCE OF SPA COMPARED WITH BASELINE ATTACKS UNDER

MULTI-LABEL ATTACK SCENARIO.

Attack Vanilla PGD Neurotoxin Chameleon A3FL SPA

Nodefense

ASR-A1 0.26 0.04 1.21 10.80 90.44 99.99
ASR-A2 7.44 92.82 66.27 17.38 99.89 99.86
ASR-A3 87.94 0.90 91.50 90.78 96.51 99.88
ASR-Avg 31.88 31.25 52.99 39.65 95.61 99.91
ACC-Avg 91.76 91.52 92.03 92.35 91.73 92.39

Deepsight

ASR-A1 0.52 0.03 2.41 86.73 99.88 99.85
ASR-A2 5.80 92.66 29.40 15.34 92.14 98.76
ASR-A3 88.81 0.56 85.91 7.91 97.66 97.52
ASR-Avg 31.71 31.08 39.24 36.66 96.56 98.71
ACC-Avg 91.44 90.81 92.31 92.35 92.17 92.46

Foolsgold

ASR-A1 1.31 0.04 73.26 10.07 99.60 98.33
ASR-A2 5.37 94.00 95.09 77.32 98.71 98.96
ASR-A3 90.81 0.97 74.39 48.99 87.58 96.38
ASR-Avg 32.50 31.67 80.91 45.46 95.30 97.89
ACC-Avg 88.79 90.71 91.04 90.66 89.00 91.54

Indicator

ASR-A1 0.91 0.24 49.74 21.62 99.96 97.77
ASR-A2 0.02 1.83 0.26 2.04 11.51 99.65
ASR-A3 85.34 57.74 16.02 0.97 99.53 97.36
ASR-Avg 28.76 19.94 22.01 8.21 70.33 98.26
ACC-Avg 85.08 85.83 85.13 86.13 85.75 91.23

Multikrum

ASR-A1 0.16 0.27 0.38 0.32 99.8 99.65
ASR-A2 0.03 0.01 0.06 0.07 35.39 85.82
ASR-A3 4.59 3.26 5.24 5.32 99.27 98.72
ASR-Avg 1.59 1.18 1.89 1.90 78.15 94.73
ACC-Avg 92.36 92.39 92.64 92.46 92.18 92.58

Rflbat

ASR-A1 0.29 0.00 0.02 6.57 65.13 98.72
ASR-A2 2.74 99.79 0.06 11.89 99.90 96.42
ASR-A3 88.63 0.03 99.73 92.99 98.46 98.62
ASR-Avg 30.55 33.27 33.27 37.15 87.83 97.92
ACC-Avg 86.83 88.28 87.22 86.97 85.46 88.73

Flame

ASR-A1 0.18 0.23 1.18 0.30 99.54 98.82
ASR-A2 0.03 0.02 26.50 0.07 39.31 99.06
ASR-A3 5.29 9.92 95.22 3.78 99.36 99.00
ASR-Avg 1.83 3.39 40.97 1.38 79.40 98.96
ACC-Avg 92.56 92.51 92.02 92.35 92.42 92.54
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Fig. 11. Performance of SPA under different attack time intervals.

that indicator-based defenses can detect. A3FL mitigates this826

via trigger optimization, better separating OOD tasks and827

supporting multi-label attacks. However, its multiple OOD828

backdoor features still leave at least one attacker detectable829

due to interactions with defense-planted OOD indicators.830

By contrast, SPA aligns each backdoor with its correspond-831

ing target-class manifold, distributing backdoor features within832

the natural class distributions. This alignment reduces inter-833

attack interference and blurs OOD signals, enabling evasion834

of detection. Effectively, SPA embeds multiple, independent835

covert channels within the feature space, maintaining high836

ASR for all attackers without mutual conflict.837

Different Attack Timings. We evaluate the persistence of838

SPA under different attack schedules to assess its applicabil-839

ity in specialized settings. A single attacker operates within840

rounds 2000–2100, while federated training continues to 3000841

rounds. We consider three scenarios: (i) random selection842

TABLE IX
PERFORMANCE OF SPA WITH DIFFERENT TRIGGERS.

Type Dataset ACC ASR

Fixed

Pixel

CIFAR-10 90.09 53.97
CIFAR-100 68.83 69.34

GTSRB 95.11 80.46
SVHN 91.26 57.58

Blend

CIFAR-10 89.22 68.05
CIFAR-100 70.12 65.32

GTSRB 94.42 90.24
SVHN 92.06 67.59

Optimized

Pixel

CIFAR-10 92.58 97.9
CIFAR-100 71.32 93.18

GTSRB 96.25 99.49
SVHN 93.07 92.72

Blend

CIFAR-10 92.55 99.91
CIFAR-100 71.63 99.97

GTSRB 96.79 99.57
SVHN 93.61 99.76

throughout the window, (ii) 10 consecutive attacks at the 843

start (2000–2010), and (iii) 10 consecutive attacks at the end 844

(2090–2100). As shown in Figure 11, SPA maintains strong 845

effectiveness and persistence regardless of whether attacks 846

occur early or late in the window. This robustness arises from 847

aligning backdoor features with the model’s evolving feature 848

space, preserving influence as global training progresses with- 849

out continuous adversarial presence. These results highlight 850

the practical viability of SPA when attackers participate inter- 851

mittently or have limited opportunities within the FL protocol. 852

Different Trigger Types. We systematically assess how 853

trigger patterns affect attack performance. Specifically, we 854

compare optimized versus fixed triggers. Table IX shows that 855

dynamically optimized triggers consistently achieve higher 856

ASR than fixed ones, and blend triggers outperform pixel 857

patterns across all configurations. This gap arises from the 858

difficulty of aligning OOD features induced by static pixel 859

triggers with the target feature distribution, as forcing such 860

alignment can distort the target manifold and perturb learned 861

features. Optimized triggers adapt during training, discovering 862

effective alignment pathways that integrate more naturally 863

into the representation space. This adaptability identifies low- 864

resistance paths, minimizing disruption to legitimate features 865

while maintaining high attack effectiveness. 866

D. Parameter Sensitivity and Ablation 867
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Fig. 12. Impact of loss term λ and β.
Loss Terms. We examine the sensitivity of two hyperparam- 868

eters, λ and β. The former weights the utility loss Lutility to 869

preserve model integrity during the backdoor process, while 870

the latter weights a consistency loss Lconsist that balances 871

trigger effectiveness and stealth during trigger optimization. 872
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TABLE X
ABLATION OF DIFFERENT COMPONENTS OF SPA.

Injection Enhancement ACC ASR
Lalign Lutility Lenhance Lconsist

✓ ✗ ✗ ✗ 80.76 (↓11.79) 17.94 (↓81.97)
✓ ✗ ✓ ✗ 81.85 (↓10.70) 59.52 (↓40.39)
✓ ✗ ✓ ✓ 83.54 (↓9.01) 56.72 (↓43.19)
✓ ✓ ✗ ✗ 89.22 (↓3.33) 68.05 (↓31.86)
✓ ✓ ✓ ✗ 91.04 (↓1.54) 94.37 (↓5.54)
✓ ✓ ✓ ✓ 92.55 99.91

TABLE XI
PERFORMANCE OF SPA WITH DIFFERENT CONSTRAINT NORMS.

Constraint Method ACC (%) ASR (%)

Lp-Norms 91.51 (↓1.04) 88.79 (↓11.12)
KL Divergence 87.73 (↓4.82) 69.37 (↓30.54)

Cosine Similarity 92.12 (↓0.43) 94.58 (↓5.33)

Sliced-Wasserstein 92.55 99.91

We vary both over 0, 0.3, 0.6, 1, 6, 10. Results are shown873

in Figure 12. When λ = 0, both ASR and ACC degrade,874

indicating that ASR is coupled with overall model quality.875

As λ increases, ASR and ACC stabilize, suggesting that876

feature-space alignment complements, rather than competes877

with, standard learning by aligning backdoor features to the878

target-class manifold. Notably, even at large λ, the reduction in879

ASR is marginal, highlighting the robustness of the alignment880

strategy. For β, larger values mean stronger consistency, which881

limits backdoor effectiveness, but helps preserve benign rep-882

resentations. Conversely, with β = 0, meaning no consistency883

constraint, the alignment can distort benign features, reducing884

both ACC and ASR.885

Component Contributions. SPA comprises two compo-886

nents: backdoor injection and backdoor enhancement. We887

ablate the contribution of each loss term, retaining Lalign in all888

settings as it is the core backdoor injection. As shown in Table889

X, each loss term is essential. Removing Lutility markedly890

degrades ACC, confirming that utility preservation is necessary891

for effective backdoor injection. Because SPA aligns trig-892

ger features with the target-class manifold, degrading model893

utility distorts this manifold and hinders the formation of894

feature associations. While Lenhance substantially boosts ASR895

via adversarial trigger optimization, its benefits depend on896

Lconsist to maintain feature-space consistency. Without this897

constraint, enhanced triggers drift from the target distribution898

and become more vulnerable to SOTA anomaly detectors. The899

projection-based distance in Lconsist is particularly effective.900

By enforcing directional rather than magnitude alignment, it901

balances attack potency with stealth and improves robustness902

to model updates during federated aggregation.903

Different Constraint Norms. This section examines how904

distance metrics affect backdoor injection during feature-905

space alignment. We compare three metrics: L2 norm, cosine906

similarity, and KL divergence, with results in Table XI. The907

L2 norm’s point-wise constraint distorts salient feature chan-908

nels, degrading both ACC and ASR. Cosine similarity better909

preserves the main task via directional alignment but imposes910

constraints that still hinder optimal backdoor injection. KL911

divergence performs worst, causing large drops in ACC and912

ASR, likely due to numerical instability in high-dimensional913
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Fig. 13. Performance of SPA using different trigger constraints.

Fig. 14. T-SNE visualization of SPA using different trigger constraints.

spaces and its dependence on accurate density estimation, both 914

problematic in the dynamic, heterogeneous feature spaces of 915

FL. In contrast, SPA employs Sliced Wasserstein Distance 916

(SWD), which is well-suited to high-dimensional distribution 917

matching. By approximating optimal transport through one- 918

dimensional projections, SWD captures the evolving feature 919

distributions in FL and enables robust, flexible alignment of 920

backdoor features with the target-class distribution. 921

Trigger Constraint. Furthermore, we compare two strate- 922

gies for constraining trigger magnitude: (i) direct L-norm 923

penalties and (ii) feature-consistency constraints, and visualize 924

their effects using T-SNE. As shown in Figure 13, both 925

approaches are effective, but L-norm constraints limit ASR. 926

Figure 14 shows that L-norm–constrained triggers concentrate 927

at the periphery of the target-class feature space, forming a 928

discernible boundary that increases detection risk. In contrast, 929

feature-consistency constraints produce trigger representations 930

that closely resemble benign features and lie well within the 931

target-class clusters, achieving deeper integration and greater 932

stealth against detection. 933

VI. DISCUSSION 934

Computation Overhead Analysis. We measure the average 935

runtime and GPU memory consumption per attacker partici- 936

pation round. Experiments are conducted on a single NVIDIA 937

RTX 3090 GPU using the CIFAR-10 dataset with ResNet- 938

18 as the backbone. By default, we optimize the trigger for 939

10 rounds and perform backdoor injection for 2 rounds. We 940

adopt A3FL, a SOTA trigger optimization method, as our 941

baseline and follow its original configuration with 100 rounds 942

of trigger optimization and 2 rounds of backdoor injection. 943

Experimental results are presented in Table XII. Admittedly, 944

compared to benign participants, the attacker incurs additional 945

local computation for trigger optimization and injection. This 946

overhead is confined to the compromised client and does not 947

introduce extra communication cost. Moreover, SPA requires 948

significantly fewer trigger optimization rounds than A3FL. 949
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TABLE XII
COMPUTATIONAL OVERHEAD OF SPA.

Method Trigger optimization Local training Total
time(s)

Peak
memory (MB)each (s) total (s) each (s) total (s)

Benign - - 0.0539 0.1078 (2) 0.1078 480.47

A3FL 0.4040 80.8058 (200) 0.1035 0.2064 (2) 81.0122 567.34
SPA 0.0923 0.9234 (10) 0.2381 0.4762 (2) 1.3996 529.64

TABLE XIII
RESULTS WITH DIFFERENT TRIGGER OPTIMIZATION ROUNDS.

Step I 2 5 10 20 30

ASR 94.29 98.06 99.91 99.13 99.36
ACC 92.35 92.24 92.55 92.26 92.19

Optimization
time (s) 0.2597 0.5185 0.9234 2.1429 3.0670

The trigger optimization overhead of SPA primarily comes950

from the number of optimization rounds I , while the com-951

putational cost of local training is largely governed by the952

number of one-dimensional projections S used in the Sliced-953

Wasserstein distance. We investigate how these two factors954

affect our method by varying the trigger optimization rounds955

I ∈ {2, 5, 10, 20, 30} and the number of one-dimensional956

projections S ∈ {10, 20, 50, 100, 200}. Results are shown in957

Tables XIII and XIV. We observe that reducing either the958

number of trigger optimization rounds or the precision of the959

Sliced-Wasserstein distance leads to performance degradation960

of SPA. With only 5 optimization rounds and S = 20, SPA961

already achieves acceptable attack performance.962

Furthermore, from a system implementation perspective,963

server-side timing analysis or resource monitoring could po-964

tentially serve as a defense. However, reliably flagging mali-965

cious clients based solely on local training latency remains966

highly challenging in practical settings. Real-world FL de-967

ployments are inherently characterized by extreme system968

and statistical heterogeneity [49]–[51]. Variations in client969

hardware capabilities, battery levels, and network bandwidth970

can cause training latencies to differ by up to 100× among971

participants [50]. To mitigate this, central servers typically972

employ generous aggregation time windows to accommo-973

date benign stragglers or utilize asynchronous protocols that974

naturally tolerate high variance. Under such conditions, the975

moderate and controllable latency introduced by SPA is likely976

to blend into this massive natural variance, making it difficult977

for basic resource monitoring to confidently distinguish the978

attack overhead from normal straggler delays.979

Impact of Target-Class Sample Size. We investigate how980

the number of target class samples held by the attacker affects981

the performance of SPA. We vary the number of target samples982

as {2, 3, 5, 10, 15}. Experimental results are presented in Table983

XV. As expected, a larger number of target samples leads to984

better attack performance. However, even with a very limited985

number of samples, SPA still achieves successful backdoor986

injection. The target samples essentially provide an anchor that987

characterizes the target class features. More samples naturally988

yield a more accurate characterization of these features. Yet989

a few samples already suffice to establish a reliable feature990

anchor. Our trigger optimization further reinforces this by991

naturally learning a trigger that aligns with the target class992

TABLE XIV
RESULTS WITH DIFFERENT NUMBER OF PROJECTIONS.

Number S 10 20 50 100 200

ASR 98.89 99.08 99.91 99.52 99.71
ACC 91.75 91.62 92.55 92.58 92.69

Training
time (s) 0.3919 0.4201 0.4762 0.5185 0.5940

TABLE XV
RESULT ON DIFFERENT TARGET CLASS SAMPLE SIZES.

Sample Size 2 3 5 10 15

ACC 92.38 92.45 92.55 92.68 92.61
ASR 95.98 98.35 99.52 99.43 99.62

lifespan60% 692 824 900 900 900

features, making feature alignment much easier. 993

Adaptive Defenses. In this section, we evaluate the re- 994

silience of SPA against adaptive defense mechanisms. Since 995

SPA aligns representations in the feature space, its resulting 996

gradients are statistically indistinguishable from benign up- 997

dates. One potential line of defense involves techniques such 998

as trigger reverse engineering or neuron activation analysis. 999

While these methods are primarily designed for centralized 1000

learning and rely on access to clean data, we adapt three 1001

representative centralized defenses to the federated setting to 1002

rigorously test our attack: Neural Cleanse (NC) [27], ABS 1003

[52], and RNP [53]. We assume the server possesses a proxy 1004

dataset comprising 3% to 5% of the clean data distribution. 1005

NC and ABS employ model inversion to reconstruct potential 1006

triggers and flag anomalies using a decision index. Following 1007

their default configurations, we set the anomaly detection 1008

thresholds to 2.0 for NC and 0.80 for ABS. RNP, on the other 1009

hand, operates by iteratively pruning compromised channels 1010

based on neuron activation analysis. 1011

Experimental results are presented in Table XVI. The 1012

findings show that SPA successfully bypasses these defense 1013

methods, with the attacked model exhibiting behavior indis- 1014

tinguishable from a clean model. This evasion stems from 1015

the fundamental nature of our feature-space alignment. Tra- 1016

ditional attacks force the model to learn an isolated, out-of- 1017

distribution feature cluster in the latent space, which inevitably 1018

triggers detectable anomalies during reverse engineering and 1019

creates distinctive neuron activation paths. In contrast, SPA 1020

intrinsically binds the trigger representations within the natural 1021

feature manifold of the target class. By avoiding a divergent 1022

secondary task, the attack leaves no anomalous shortcut for 1023

reverse engineering to exploit and no isolated activation path 1024

for pruning to target. 1025

Secure Aggregation. In our evaluation, we assume a stan- 1026

dard FL setting where the central server has access to the 1027

plaintext updates of individual clients. This assumption is 1028

shared by all evaluated server-side defenses (e.g., DeepSight, 1029

FoolsGold), which rely on inspecting per-client updates to 1030

isolate anomalies. However, in privacy-stringent deployments, 1031

Secure Aggregation (SecAgg) protocols are often employed. 1032

Under SecAgg, the server only observes the aggregated global 1033

update, rendering the aforementioned defenses inapplicable. 1034

In such scenarios, the definition of attack stealth shifts from 1035
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TABLE XVI
PERFORMANCE OF SPA WITH ADAPTIVE DEFENSES.

Clean
data Method No-defense NC ABS RNP

ACC ASR Index ACC ASR

3% No-Attack 92.61 - 1.45 0.39 91.21 -
SPA 92.55 99.91 1.52 0.36 90.88 98.27

5% No-Attack 92.61 - 1.38 0.43 91.78 -
SPA 92.55 99.91 1.49 0.47 91.36 92.65

indistinguishability among per-client updates to preserving1036

the global model’s utility on the primary task. SPA remains1037

highly potent and stealthy under SecAgg, as its feature-space1038

alignment seamlessly integrates backdoor features without1039

degrading the main task accuracy (shown in Table I).1040

VII. SUMMARY AND FUTURE WORK1041

In this paper, we introduced SPA, a novel backdoor at-1042

tack framework targeting federated learning. Departing from1043

conventional end-to-end supervised backdoor injection, SPA1044

instead aligns feature representations of trigger-embedded1045

samples with those of the target class, greatly enhancing1046

stealth and long-term persistence. Our adversarial trigger opti-1047

mization mechanism further improves the attack’s adaptability1048

and effectiveness, allowing backdoors to survive sophisti-1049

cated aggregation schemes and persist long after adversarial1050

participation ceases. Our comprehensive empirical evaluation1051

demonstrates that SPA significantly outperforms state-of-the-1052

art backdoor attacks across various metrics and scenarios. This1053

highlights the demand for tailored defenses. In future work, we1054

will explore feature-level backdoor defense methods to target1055

complex dynamic backdoor attacks in FL.1056
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